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Notation

#S : Cardinality of a set S.
F, : Finite field with ¢ elements.
R : Field of Real numbers.

If x € R, then :
[x] : smallest integer greater than z.

|z] : greatest integer smaller than z.

Given n € N, [n] : the set {1, 2, ---, n}.

Let a, b be elements of some ring R. Then :
bla : b divides @ in R , i.e. 3 ¢ € R such that a = b-c.

Z/0Z : ring of integers modulo n.
(Z/nZ)* : the abelian group consisting of the units in Z/nZ.

Let f(z) be an irreducible polynomial in F,[z]. Then :
f(z) = g(2) (mod h(z), p) means f(z)-g(z) = 0 in the ring (Z/pZ)[2]/(h(z)).

(a, b) = ¢ means ged(a, b) = c.
o,(p) denotes the smallest non negative integer k such that p* = 1(mod r).

If n € N, Then ¢(n) denotes the number of integers less than or equal to n that

are relatively prime to n.

v



Asymptotic Notation for Runtime Analysis

Throughout this thesis, all logarithms will be to the base 2 and denoted log(n) rather
than logs(n) or lg(n). Additionally, all of our runtime analysis will use “Big O”
notation, which is defined as follows :
O( ) ={g | 3e,Ing, for alln >ng: |gn)| <c-|f(n)|}

O~(f) = {g | 3c,3no, 3k, for all n > ng : |g(n)| < c- | f(n)llog"(f(n)])}
Q(f) = {g [ 3¢, 3ng, for all n > ng : [g(n)| = c-[f(n)[}
O(f) = O(f)Na(f)

Notation Given a non negative integer n, ||n|| denote the number of bits in the

binary representation of n. Then ||n|| = [log(n + 1)].

Fact 1 : If gy(n) = O(fi(n)) and g2(n) = O(f2(n))
(1) g1(n) + g2(n) = O(max{fi(n), fo(n)})
(2) g1(n) - g2(n) = O(f1(n) - f2(n))

As implication of the part (1) of the above fact is that complex algorithms can
often have a single step whose complexity dominates the other steps, meaning that
the overall complexity of an algorithm is sometimes simply the complexity of a single

step of the algorithm.

Definition 0.0.1. We say that an algorithm has polynomial time complezity (in input
size), if for given input n, all computations are performed in O(||n||*) bit operations
for some k > 0, where a bit operation refers to the number of steps needs to perform

an arithmatical operation on a natural number given in binary representation.

Lemma 0.0.2. Let n, m € N. Then :

(1) Computing m + n takes O(||n|| + ||m||) = O(log(n)+log(m)) bit operations.

(2) Computing m-n takes O(||n|| - ||m||) = O(log(n)-log(m)) bit operations.

(3) Computing the quotient n div m and the remainder n mod m takes O((||n|| —
[|m|| + 1) - [|m]]) bit operations.

Addition and subtraction can therefore be computed in linear time, while multipli-

cation and diwision can be computed in quadratic time, which s still polynomial.



Fact 2 : Let m,n € N with at least k bits each. Then :

(1) m and n can be multiplied with O(k(log(k))(loglog(k))) = O~ (k) bit operations.
(2) n div m and n mod m can be computed using O(k(log(k))(loglog(k))) = O~ (k) bit

operations.

(8) Multiplication of two polynomials of degree d with coefficients at most m bits in
size can be done in O~ (d-m) bit operations.

Proof. : Refer to [39] for proof of (1) and [40] for proof of (2) & (3).

vi
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Abstract

This exposition is the result of a year’s study of the Primality and Factoring. It has
two parts. In the first part of the thesis, we discuss the most popular methods of
primality testing. After providing a brief survey of primality testing algorithms (i.e.
the Chinese primality test, Fermat test, Lucas test, the Miller-Rabin primality test
etc.), we present a thorough analysis of the unconditional deterministic polynomial
time algorithm for determining that a given integer is prime or composite proposed
by Agrawal, Kayal and Saxena in their paper “Primes is in P” [6]. In the second part
of the report, we discuss the well known algorithms for integer factorization (such
as Pollard rho method, Pollard p-1 method, Fermat factor base method, Continued
fraction method etc.) along with intermediate steps of their formulation. At the end of
this part, we present quadratic Sieve method for factoring integers in exponential time
(in the input size) and number field Sieve algorithm briefly. At the end, we discuss
Lenstra-Lenstra-Lovasz (LLL) - algorithm for getting reduced basis of a lattice and
factoring any arbitrary non-constant polynomial in Z[X] in polynomial time (as in

input size).



Chapter 1
Introduction

Testing whether a number is prime number or not and finding out its prime factors
are the fundamental problems in computational number theory. Since ancient times,
every mathematician has been fascinated by problems concerning prime numbers.
Primality testing and integer factorization have wide applications in computer science,

mainly in cryptography.

In the first part, we discuss the well known algorithms and address the attempts
at developing an efficient and reliable method for testing primality. A primality test
is a function that determines if a given integer greater than 1 is prime or composite.
These tests can be subclassified as either probabilistic primality tests or deterministic
primality tests. In a deterministic test when we put an integer n, then the output will
be yes if the integer is prime, or no if the integer is not prime (or integer is composite).
A nondeterministic primality test takes an inputted integer n and returns either no it
is not prime or it may be a prime. A probabilistic primality test is a nondeterministic
test that returns either that the inputted integer is not a prime or that is probably
a prime to some given degree of likelihood. Every time someone uses the RSA pub-
lic key cryptosystem and they need to generate a private key consisting of two large
prime numbers and a public key consisting of their product. To do this, one needs to
be able to check rapidly whether a number is prime.

The simplest and well-known algorithm to test whether n is prime is the Sieve of Er-
atosthenes. Eratosthenes lived in Greece circa 200 B.C. His method for determining
primality is as follows :

Suppose we want to determine that n is prime or composite. First we make a list of

integers 2, 3, - -+, m where m is the largest integer less than or equal to y/n. Next we



circle 2 and cross off all multiples of 2 from the list. Then we circle 3 and cross off its
multiples. We now continue through the list, each time advancing to the list, integer
that is not crossing off, circling that integer, and crossing off all its multiples. We
then test to see if any of the circled numbers divide n. If the list of circled numbers
is exhausted and no divisor found, then n is prime. The trial division algorithm is
based on the simple observation that if n is composite then n has a prime factor less
than or equal to \/n.

As in the application to cryptography, most of the primality testing is concerned with
large numbers, usually in excess of 100 digits and often much larger. If we were to
use the Sieve of Eratosthenes to determine the primality of a number with just 20
digits, we would need first to find at least all the primes up to 10'°. There are around
450 million primes found less than 10'° (using “prime number theorem”)[1]. At the
rate of finding one prime per second, (including crossing off all of its multiples) we
would be working for a little over 14 years to find 450 million primes. Certainly their
are computers that can run this algorithm faster and more efficiently but the running
time of this algorithm is exponential in the input size. We need quicker algorithms.
We know that if an integer is not prime then it is composite and vice versa. In 1980,
Michael Rabin discovered a randomized polynomial time algorithm to test whether a
number is prime or composite. It is called the Miller-Rabin primality test because it
is closely related to a deterministic algorithm studied by Gary Miller in 1976. This
is still the most practical known primality testing algorithm, and is widely used in
software libraries.

In 2002, Manindra Agrawal, Nitin Saxena and Neeraj Kayal developed a new deter-
ministic primality test. This test runs fairly rapidly as compare to previous determin-
istic primality tests. Specifically, given x bits of input, the number of steps needed by

their test is bounded by some polynomial in x.

The second part is devoted to methods to generate all the prime factors of any
given integer greater than 1. Although any schoolchild can multiply two integers and
determine their product, determining the prime factorization of a given integer has
actually been an active area of mathematical research for over 2300 years. Anybody
who is doubtful about the difficulty of factoring is invited to factor the following 212
digit number, for which security company RSA is offering $30,000 :
74037563479561712828046796097429573142593188889231289084936232638972765034
0282662768 9199641962511784399589433050212758537011896809828673317327310893
09005525051168770632 99072396380786710086096962537934650563796359

2



Suppose we know a certain large odd integer n, which is composite; for example, we
found that it fails one of the primality tests in part 1, which does not mean that we
have any idea of what a factor of n might be. Of the methods, we have encountered
for testing primality, only the very slowest algorithm - Sieve of Eratosthenes - actually
gives us a prime factor at the same time as it tells us that n is composite. All the
faster primality test algorithms are more indirect. They tell us that n have prime
factors but not what they are.

The method of trial division by primes < y/n can take more than O(y/n) bit opera-
tions. In 1975, J. M. Pollard discovered a simplest algorithm “The rho method” (also
called the “Monte Carlo method”) of factorization, which is substantially faster than
the trail division method.

In 1980’s, Pomerence developed a new method for factoring large integers, called “The
quadratic Sieve method” which was more successful than any other method of fac-
toring integers n of general type which have no prime factor of order of magnitude
significantly less than \/n.

Until recently, all of the contenders for the best general purpose of factoring algorithm
had running time of the form O(exp(y/Tognloglogn)). Some people even thought that
this function of n might be a natural lower bound on the running time. However,
during the last few years a new method - called the number field Sieve - has been de-

veloped that has a heuristic running time that is much better, namely O(exp((logn)'/3

(loglogn)?/3)).

In the last chapter of this part, we introduce Lenstra-Lenstra-Lovasz (LLL)-algorithm
for getting reduced basis of a given basis of lattice. After this, using LLL-reduction
method, we discuss an algorithm for getting all irreducible factors of a non-constant

polynomial which is in Z[X] and it has polynomial time (in input size).
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Chapter 2

Primality Testing Algorithms

2.1 The Sieve of Eratosthenes Primality test and
Trial Division
This is the simplest algorithm to test whether a given integer n is prime or not.

2.1.1 Algorithm (The Sieve of Eratosthenes)

Input : n € N

1: a[l---n] integer array;
2: forj=1tondo

30 alj] «

4: 1+ 2;

5: while i* < n do

6: if afi] # 0 then
T t <« 2.4

8 while t < n do

9 afi] < 0; t + t+i;

10: i« i+1;

11. for j = 2 ton do

12. if afj] # 0 then return alj] is prime.

Sieve method has O(10%°910(") operations to prove primality if n has log;on digits.

We can say that this algorithm is of exponential time in terms of the input length.

7



Similarily :

2.1.2 Algorithm (trial division)

1) Fork =234, -, [\al.
(2) Test if (for any k),
n = 0 (mod k), output composite;

3) Else return n is prime.

Trial division algorithm runs in time O(y/nlog?(n)), but this running time is exponen-
tial in the input size since the input represents n as a binary number with [logs(n)]
digits. Similarly, for large value of n, the Sieve of Eratosthenes requires a lot of

memory and for proving primality, it can require up to y/n cycles.

2.2 Wilson’s characterization of primes

2.2.1 Algorithm

Input : n € N
(1) If (n-1)! = -1 (mod n), output prime;

(2) otherwise, return composite.

This algorithm is based on a theorem by John Wilson in 1770.

2.2.2 Wilson’s Theorem

Theorem 2.2.1. Let n € N. Then n is prime if and only if (n-1)! = -1 (mod n).

Proof: = : Suppose n is prime. Then every integer in the interval [2,34, - -,

n-2] is coprime to n and has a unique inverse modulo n. Therefore,

H j = L(mod(n))

2<j<n—2

and we know that (n-1) = -1 (mod n). Hence,

8



H j=(n-—1)!=—1(mod(n)).

2<j<n—1

< : Now, for the converse part, suppose that n is composite. Then {1, 2,3, ---, n-1}
contains all prime factors of n, which implies that (n-1)! # -1 (mod n) (because if
(n — 1)! = —1(mod(n)), then a factor of n, say d, will also satisfy this congruence.

One can see that (n—1)! = 0(mod(d))). O.

From the Wilson’s characterization of primes, we can determine the primality of
an integer n by calculating (n-1)! (mod n). But this computation requires (n-1)

multiplications, making it very time consuming.

2.3 FEuler Test and Lucas test

Euler Test :

This test is based on the following simple lemma :
Lemma 2.3.1. n is prime if and only if ¢(n) = n-1.

Proof : If n is prime number, then every integer less than n is relatively prime to it,
hence, by definition, ¢(n) = n-1. Conversely, if n > 1 is composite, then n has a divisor
d such that 1<d<n. It follows that there are at least two integers among 1,2,3,---,n
which are not relatively prime to n, namely d and n itself. As a result, we get ¢(n) < n-

2. This proves the lemma.

2.3.1 Algorithm (Euler test)

Input n € N.

Check ¢(n);

If p(n) = n-1,

then output is Prime

Else, return composite.

From the Euler characterization of primes, we can determine the primality of an in-
teger n by calculating ¢(n), but for calculating ¢(n), we require the factors of n and

factorization is more difficult problem than primality testing.

9



Lucas Test :
Before going ahead, we will discuss Euler theorem, which is useful in Lucas theorem.

Lucas primality test is based on the Lucas theorem.

2.3.2 Euler Theorem
Theorem 2.3.2. Ifn > 1 and ged(a,n) = 1, then a®™ = 1 (mod n).

Before proving Euler theorem, we will do another lemma :

Lemma 2.3.3. Let n > 1 and ged (a,n) = 1. If a1, as, -+, agm) are the positive
integers less than n and relatively prime to n, then aay, aay, -+, aagy) are congruent
modulo n to ay, az, -+, agy) in some order.

Proof : Observe that, none of the integers aay, aasy, - - -, aag(n) are congruent mod-

ulo n, because if aa; = aa; (mod n), with 1 <1i < j < ¢(n), then the cancellation laws
yields a; = a; (mod n), and thus a; = a;, a contradiction. Furthermore, since ged(a;,
n) = 1 for all i and ged(a,n) = 1, each of the aa; is coprime to n. Fixing on a particular
aa;, there exists a unique integer b, where 0 < b < n, for which aa; = b(modn). Because
ged(b,n) = ged(aa;,n) = 1. b must be one of the integers ay,as, -, agm). All told,
this proves that the numbers aay, aas, - - - , aag(,) and the numbers ay, a, - - - , agy) are
identical (modulo n) in a certain order. O

Proof of the Euler theorem : There is no harm in taking n > 1. Let
ai,a, -+, 0y be the positive integers less than n that are relatively prime to n.
Because ged(a,n) = 1, it follows from the above lemma that aay, aas, - - , aagn) are
congruent, not necessarily in order of appearence, to ai, as, -+, ag@). Then :
aa; = a; (mod n); aaz = ay (mod n); -+ 5 aGym) = a;(n) (mod n)
where a/l, a;, e ,a;(n) are the integers ay,as, -+ , ag(n) in some order. On taking the

product of these ¢(n) congruences, we get

(aar)(aasz) - - - (atym)) = a/la/2 e a;(n)(modn) = a1as - - - Qg(n) (Modn)

and so a®™ (ajag -+ agm)) = a1az <+ agm) (mod n). Since ged(a;, n) = 1 for each i,
so, ged(aias - -+ Ggmy, n) = 1. Therefore, we may divide both sides of the foregoing
congruence by the common factor ajas - -+ ag(n), leaving us with the result: a®™) =1
(mod(n)). O

10



2.3.3 Lucas Theorem

Theorem 2.3.4. Let n > 1. If for every prime factor p of n — 1, there exists an
integer a such that :

(1) a" ' = 1 (mod n) and

(2) a'7 s not congruent to 1 (mod n),

then n is prime.

Proof of Lucas theorem : Suppose n satisfies the conditions of the theorem. To
show that n is prime, it is enough to show that ¢(n) =n — 1 (using lemma 2.3.1). Since
in general ¢(n) < n — 1, to show equality we will show that under the above conditions
n — 1 divides ¢(n) (which means ¢(n) > n-1 = ¢(n) = n-1). Suppose not. Then
there exists a prime p such that p” divides n — 1 but p” does not divide ¢(n) for some
exponent r > 1. For this prime p, there exists an integer a satisfying the conditions
of the theorem. Let m be the order of @ modulo n. Then m divides n — 1 (since
the order of an element divides any power that equals 1). However, by the second
condition in the theorem and for the same reason, m does not divide ”le. Therefore
p” divides m, which divides ¢(n) (using theorem 2.3.2), contradicting our assumption.

Hence n — 1 = ¢(n) and therefore n is prime. O

2.3.4 Algorithm (Lucas test)

Input n €e Ny n > 2

Factor n-1 in to prime factors

Choose an a such that ged(a,n) = 1

If @' =1 (mod n) and o' # 1 (mod n) for all prime factor p
then return Prime

Else return Probably composite.

Although this Lucas test is deterministic, but it depends on the factorization of n

— 1. In general, factorization is even more difficult than testing for primality.

11



2.4 Fermat Test and Carmichael Numbers

2.4.1 Algorithm (Fermat Test(n))

Input : n € N

(1) Choose z € {1, 2, 3, ---, n-1} uniformly at random.
(2) If 227 '+#£1 (mod n), return composite;

Else

(3) return Probably Prime.

The above algorithm is based on Fermat’s little theorem.

2.4.2 Fermat Little theorem

Theorem 2.4.1. (Fermat’s little theorem) : The number n is prime <= the congru-

ence

27"1 = 1(modn)
is satisfied for every integer x between 0 and n.

Before proving the theorem, we will discuss a proposition which is needed in the

proof.

Proposition 2.4.2. If A is a subset of the integers which is closed under addition

and subtraction, then A is equal to dZ, the set of all multiples of d, for some integer
d.

Proof: If A = {0} then we can take d = 0 and we are done. Otherwise, let d be
the absolute value of the smallest non-zero element of A. Thus A contains {£d} and
A is closed under addition and subtraction. So, it contains all multiple of d. Now it
is enough to prove that A does not contain any integer x which is not divisible by d.
If A has, then we can subtract = by the nearest multiple of d and we get a nonzero

element whose absolute value is less than d, a contradiction. O

Proof of Fermat’s little theorem : = Suppose n is prime, let A be the set of
integers x which satisfy 2" = x (mod n). This set contains z = 1, and it is closed
under addition and subtraction [because we know that, if p is prime then for every

pair of integers a, b satisfies (a + b)? = a? + b? (mod p) |. Hence every integer z
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belongs to A (from proposition 2.4.2).

Now let z be any integer not divisible by n. The fact that z € A means that n|(z"-z)
implies n|z(2"~*-1). Since n is prime and z is indivisible by n, this implies n|(z"~!-1),
ie. 7! =1 (mod n).

< Now suppose n is not prime then it has a divisor d>1. Thus if we take z = d then

the number d"~1 is divisible by d, so, it is not equal to 1 mod n. 0]

2.4.3 Fermat witness and Fermat liar

Definition 2.4.3. Let n be composite number. Define a number z € {1,2,--- n-1} :
1. Fermat witness for n if ttn and "' # 1 (mod n).

2. Fermat liar for n if z4n and "' = 1 (mod n).

2.4.4 Idea of the Algorithm

The idea of algorithm is simple.

(1) pick a positive integer = < n.

(2) Check Whether z is Fermat witness.

(3) If so, then output “composite”. Otherwise output “probably prime”.

Now, to determine whether z is Fermat witness for n, we needs to compute 2*~! mod
n. The obvious way of doing this requires n-2 iterations of mod n multiplication. But
using the binary expansion of n-1 and repeated squaring method, we can reduce this
to O(logn) multiplication operations.

Example : let’s take n = 23, then n-1 = 22 = 16+4+2 ; So,

7?2 = 210217 = (((2)?))2. (2247
and this describes an efficient algorithm for raising any integer to the 22"¢ power.

Before proving the correctness of the algorithm, we define Carmichael numbers.

2.4.5 Carmichael Numbers and Their Some Properties

Definition 2.4.4. A composite number n is said to be a Carmichael number if every

z satisfying ged(x,n) = 1 is a Fermat liar for n.
For proving some properties of Carmichael numbers, we require some lemma’s :

13



Lemma 2.4.5. Let a,b be any two integers and let d = gcd(a,b). The set aZ + bZ =
{ar +bs:r,s € Z } is equal to dZ where d = ged(a,b).

Proof: We can easily observe that the set aZ + bZ is closed under addition and
subtraction. So, using proposition 2.3.2, aZ + bZ = cZ for some integer c. Given d =
ged(a, b). So, every element of aZ + bZ is divisible by d, means d|c. But a and b are
both elements of ¢Z, i.e. both are divisible by ¢. This means ¢ is common divisor of a
and b, so c|d. It follows ¢ = d.

Lemma 2.4.6. If gcd(b, n) = 1 then there is an integer b=' such that b-b=* = 1 (mod
Proof: By lemma 2.4.5, the set bZ + nZ is equal to Z, the set of all integers. This

means their are integers r, s such that br + ns = 1. This implies b-r = 1 (mod n), as de-
sired. 0

2.4.6 Chinese Remainder Theorem

Theorem 2.4.7. (Chinese Remainder Theorem) : Let ny,ng,n3, ---,n be positive
integers such that gcd(n;,n;) = 1 for iz#j. Then for any integers ay,az,as, - - - ,a; the

system of congruences
T = a1 (modny ); x = ag(modnsy); .......... s x = ag(modny,)

has a solution, which is unique modulo the integer nyngng - - - ny.

Proof: Let m; denote the product of all elements of the set {ny,ng,ng, -+ ,ng}
other than n;. We can see that ged(m;,n;)=1. So, using lemma 2.4.6 implies that

there is a number r; such that m;r; = 1 (mod n;). Now let

k
T = E a;m;r;
i=1

We can easily see that this z satisfies the given system of congruences.
If z;, 25 both satisfy the given system of congruences, then z; - z, is divisible by each
of the ny,no,ng, - -+ ,n,. And we know that ged(n;, n;) = 1, So, z;-25 is divisible by

N1NaN3 -+ * M. O
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Lemma 2.4.8. If p is prime, then for any k > 0, the number of x € {1,2,3, --- ,p-1}
satisfying 2 = 1 (mod p) is at most k.

Proof: We will prove this lemma more generally, for any non zero polynomial
P(z) = ap + a1z + -+ + a2*, the number of z € {1,2,3,--- ,p-1} satisfying P(z) = 0
(mod p) is at most k. We will prove it by induction on k.

For k = 0, it is trivial.

Now suppose a satisfies P(a) = 0 (mod p). We may write P(z) = (z - a)Q(z) + c,
where Q(z) is a polynomial of degree k-1 with integer coefficients. Since P(a) =0 (mod
p), it means c is divisible by p. If b satisfies P(b) = 0 (mod p) but Q(b) # 0 (mod
p) then p is a divisor of (b - a)Q(b) but not of Q(b), hence b = a (mod P). It follows
that every b € {1,2,3,-- - p-1} satisfying either b = a or Q(b) = 0 (mod P). Hence by
the induction hypothesis, at most k-1 elements of {1,2,3, - -- p-1} satisfy the second
congruence. [

Some properties of Carmichael numbers :

Proposition 2.4.9. Every Carmichael number is odd.

Proof: If n (> 4) is even then (n-1)""! = (-1)"~! =-1 mod(n), so is not congruent
to 1 mod(n). O

Lemma 2.4.10. Ifn is a Carmichael number, then n has at least three distinct prime

factor and is not divisible by the square of any prime.

Proof: Firstly, we will show that Carmichael numbers are square free. Suppose
to contrary that p is prime and p? |n. let n = p*q where k > 1 and pfq. Using the
Chinese remainder theorem, we may find a number z such that z = p-+1 (mod p*) and
z =1 (mod q). Now, we can observe that ged(z, n) = 1, because z has no common
factors with p* and ¢, and n = pFq. We can also check easily that z is a Fermat
witness for n or 27! # 1 (mod n). To prove 227! # 1 (mod n), it is enough to prove
that 227! # 1 (mod p?) or equivalently 2" # = (mod p?). We know that

p

(p+ 1P =Y ()"

k=0

implies (p+1)? = 1 (mod p?), which implies that 2 = 1 (mod p?) and which prove
that 2 # z (mod p?). Hence Carmichael numbers are square free.
Now, it remains to prove that if p, q are distinct odd primes then their product n =

pq is not a Carmichael number. Assume without loss of generality that p < q. By
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using lemma 2.4.8, we can ensure that we can choose a = € {1,2,3,---,q-1} such that
congruence 22! # 1 (mod q). Now, it is enough to prove that z is a Fermat witness

for n. To prove this, we can observe that
=P = P = ()T = 27 £ 1(modyq)

Since q is a divisor of n. It follows that 277! # 1 (mod n). Thus we have shown that

z is Fermat witness for n. Therefore n = pq is not a Carmichael number. U

Proposition 2.4.11. If a prime p divides a Carmichael number n, then n = 1 (mod
p-1).

Proof: Given that n is a Carmichael number. Let p be a prime divisor of n: say
n = pPr for some k, where r is not a multiple of p. Take an element a which has
order p—1 in the field (Z/pZ)* (such an element exist because we know (Z/pZ)* is
finite field, which is cyclic). By the Chinese remainder theorem (theorem 2.4.7), there
exists b such that b = a mod p and b = 1 mod r. Then b is coprime to both p and r,
and therefore to n. By hypothesis, b»! = 1 mod n, so b"~! = 1 mod p. Also, order
of b is dividing n—1. So p—1 divides n—1. OJ

Theorem 2.4.12. A number n is a Carmichael number if and only if n = p1psy- - Py,

a product of (at least three) distinct primes, and p;j—1 divides n—1 for each j.

Proof:
= This part follows using lemma 2.4.10 and proposition 2.4.11.
< Let n be as stated, and let ged(a, n) = 1. By Fermat’s theorem (theorem 2.4.1), for
each j, we have a?~! = 1 mod p;. Since p;—1 dividesn—1, a"* =1 mod p;. This holds
for each j, hence a”~! = 1 mod n.

Now, before discussing correctness of the algorithm, we will discuss a lemma :

Lemma 2.4.13. If a,b,n are positive integers such that gcd(b, n)=1 and the con-
gruence 2* = b (mod n) has k > 0 solutions, then the 2* = 1 (mod n) also has k

solutions.

Proof: Let 13 be a solution of 2 = b (mod n). We can observe that ged(zp, n) =1,
because otherwise ged (2%, n) = ged (b, n) would be greater than 1, contradicting our
hypothesis ged(b,n)=1. Using lemma 2.4.6, there exist a number z, ! such that z-2p~!

= 1 (mod n). Now we can define a one to one correspondence between the solution
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sets of 2* = b (mod n) and 2* = 1 (mod n), by defining the map y — y-y, which proves

the lemma. O

2.4.7 Correctness of the Algorithm

Theorem 2.4.14. The above algorithm outputs probably prime when n is prime and
outputs composite with probability at least 1/2 when n is odd composite number but

not a Carmichael number.

Proof: The first part of the theorem (i.e. when n is prime the output is probably
prime) is obvious from Fermat little theorem 2.4.1.
For the second part, when n is odd composite number and not a Carmichael number
which means that n has at least one Fermat witness = such that ged(z, n) = 1. Now
it is enough to prove that at least half of the elements of 1, 2, 3,---, n — 1 are Fermat
witness for n. If ged(z, n) = 1 and z is a Fermat witness for n, then 227! = b (mod
n) for some b # 1 satisfying ged(b,n) = 1. Using lemma 2.4.13, we can say that there
are at least as many Fermat witnesses as Fermat liar. And we know that 2 is the only
even number which is prime, all the other even numbers are composite. Thus from
the above arguments, we can see that output will be composite with probability at
least 1/2. O

So far we have established the Fermat t est which always outputs “probably prime”
when n is “prime”, and outputs composite with probability at least 1/2 when n is
an odd composite number but not a Carmichael number. But we still don’t have
a good algorithm for distinguishing Carmichael numbers from prime numbers. The
Miller-Rabin test is a more advanced version of the Fermat test which accomplishes
this.

2.5 The Miller-Rabin primality Test

This is the advanced version of the Fermat primality test. This is based on Fermat

little theorem and the following lemma :

Lemma 2.5.1. (fake square root lemma)
If z, n are positive integers such that 2* = 1 (mod n) but x # +1 (mod n), then n is

composite.
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Proof: From the hypothesis of lemma, n divides 2?-1 = (2-1)(z+1), but n divides

neither z 4+ 1 nor x - 1. This is impossible when n is prime. Hence n is composite. [J

2.5.1 Algorithm (Miller-Rabin(n))

Input : n € N
(1) If n > 2 and n is even, return composite.
(2) Choose z € {1, 2, 3, ---, n-1} uniformly random.
(3) Test if 227! #1 (mod n), return composite;
Else
(4) Factor n-1 = 2°-t, where t is odd.
(5) Compute
u; = ¥ (mod(n));0 < i < s.

(6) If there is an i such that u; = 1 and u;_; # £1, then output composite;
(7) Else return probably prime.

2.5.2 Idea of the algorithm

The idea of the test is to pick a random number z in {1, 2, ---, n-1} and use it to try

finding either a Fermat witness or a fake square root of 1 modn.

2.5.3 Correctness of the algorithm

Definition 2.5.2. Let n be an odd composite number . Define a number x € {1,2,3,--- ,n-
1} :

(1) Miller-Rabin witness (or MR-witness) if the algorithm (2.5.1) outputs compos-
ite.

(2) Miller-Rabin liar (or MR-liar) if the algorithm (2.5.1) outputs probably prime.

Theorem 2.5.3. If n is prime then Miller-Rabin primality testing algorithm outputs
“probably prime” with probability 1 and if n is an odd composite number, then

algorithm outputs “‘composite” with probability at least 3//.

Proof: The first part of the theorem is obvious. Because, when n is prime then
we can easily see that step (1) will not output composite. step (3) will also not
output composite using Fermat little theorem (theorem 2.4.1). And using lemma
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2.5.1, step (6) will not output composite. Hence output will be “probably prime
in step (7).

Now, for proving the second part of the theorem, suppose n is an odd composite
number. We will solve this part in two subparts :

(1) When n has at least one square factor.

(2) When n is square free.

(1) : When n has at least one square factor or n = P Py P5? .. P** where at
least one Pjaj has a; > 2. As we know that if p is an odd prime, then the number
of incongruence solutions of 27 = 1 (mod p®) is at most ged(q, p®~*(p-1)). Let n =
142%t, and x be MR-liar for n. We than have :

7 =1(mod(n) or ()* = —1(mod(n))

for some r < s. In particular, from the inequality we have 2*~! = 1 (modn). So, we can
now conclude that there are at most ged(n-1, P (P;-1)) = ged(n-1, P;-1) incongruent
solutions to 7! = 1 (mod P{) for i = 1,2, --- k. Hence, by Chinese Remainder
theorem (theorem 2.4.7), there are at most Hlegcd(n—l, pi-1) incongruent solutions

to 2! = 1 (modn). Since at least one P;” has «; > 2. So, we have :

pi—1 1 12
PU P PO
J j J

because p; must be greater than or equal to 3. Then, for n > 9, we have Hlegcd(n—l,
pi1) < [Ty (1) < T, (p- DG P < Ty () GP)7) < 4.

(2) : Now, suppose n is squre free or n = Py- Py -+ P,. Write P, = 1 + ;2% with
t; odd. Hence we have n = 1 4+ 25t = P- Py -+ P, = (1 + t1-25)(1 + ¢5:2%2) -+ (1
+ tx-2°). We can observe from here that s is not less than minimum of the s;. For
proving this subpart, it is enough to show that the set T = {z € Z/nZ | 2/ = 1(mod(n)
or (#)* = —1(mod(n)) for some r < s } has cardinality less thann/4. We decompose
T into the set T_; = {z | 2 = 1(mod(n)} and the sets T, = {z | («/)*" = —1(mod(n))
for some r < s }. Then, elements of 7"y reduce to units in Z/p;Z which have order
dividing t. This is a subgroup of order ged (¢, p; — 1) = ged(t, ¢;). Thus, by the Chinese

remainder theorem (theorem 2.4.7) :

k
#T—l = Hng(t, tl)

=1
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The elements of T, can be characterized as elements whose t' power has order exactly
271 when reduced modulo p;. In particular, this means that r < s; for every i ; the
other T,’s are empty. There are exactly ged(t-2""1, ;-2 1) = ged(t, t;)-2""! elements
in Z/p;Z with order dividing t-2"*! and among these a subgroup of index 2 has
elements of order dividing t-2" (Since the group of units in Z/p;Z (finite field) is
cyclic group and a subgroup of a cyclic group is cyclic). Thus, by Chinese remainder

theorem (theorem 2.4.7), we obtain

k
#T, = [ [ ged(q, 1) - 2

=1

Thus we see that the cardinality of T is :

-1 k -1 k k -1
#HT = #T 1+ #T, = [ eed(t,t;)+> [ [ ecd(t,t;)2" = [ ] ged(t, t;)-(1+) _2*7)
r=0 i=1 r=0 =1 i=1 r=0

which is equal to [[F_, ged(t, ti)(zkl;;z_kl_z), where [ is the minimum of the s;’s.
Now, using Chinese remainder theorem (theorem 2.4.7), the number of units in Z/nZ
is precisely (pi-1)-(p2-1) --+ (px-1), which is equal to Hletiﬂzlesi, which is at

least one less thann. Thus the proportion of elements in T is strictly smaller than

k y2kliok o
iz ged®t)(Tr ) 18, ged(tt:) | okiyok o
T, 12 Mt (b—n)2ims
The first term in the above expression is not more than 1, while the second term is not

more than 1/2871 (note that [ >1 and equal to minimum of s;). Thus we obtain the re-
sult unless k = 2. Now let k = 2 and suppose s; >s (or vice versa) then we see that the
second term is no more than 1/2*, so, we have the result in this case. Thus we may as-
sume that s; = s = . Now if ged(t, ¢1) < ¢ then (since these are odd numbers and one
divides the other) ged(t,t1) < 3t;. This implies that the above expression is no more
than 1/6. Thus, we may further assume that ged(t,t1) = ¢,. By expanding the identity
(1+¢-2%) = (141t - 25 (1 +t5- 2", we see that ged(,¢1) = ged(t, t2). Since the primes
p1 and py are distinct, so, t; # to; thus t; = ged(t,t;) < 3t; as above. Now we again
obtain that the above expression is no more than 1/6. This completes the proof of
the theorem. 0

2.5.4 Run time analysis

The running time of Miller-Rabin primality tesing algorithm is O(log®n). To see this,

we have already mentioned in the subsection 2.4.4 that it is possible to compute !
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(modn) using O(logn) mod-n multiplication operations (Each mod-n multiplication
takes time O(log?n) using the naive algorithms for integer multiplication and division).
Once we have computed 2f (modn), the remaining numbers 2%, 2%, ... 22"* (modn)
may be obtained by s < logy(n) iterations of repeated squaring modn, which again
provide O(logn) mod-n multiplication operations. All the remaining operations in the

Miller-Rabin algorithm require much less running time.

2.6 Primality Certificate

We now examine the situation where n is probably prime (having passed the Miller-
Rabin test with probability about 1 - (1/4)™). In such a situation, we wish to provide
a “certificate” that n is a prime. One situation that one can think of is where an
“oracle” produces keys for us. While we trust the oracle not to “leak” a key, we are
not so sure that oracle (in order to save time and money) may be using some quick
and dirty method to generate the modulus, which may be weak. Then we would ask
the oracle to “provide proof” that it has given us a prime number. Another situation
is that someone “pay” us to factor a number. We would need to certify that factor-

ization is complete. The certificate should be very “easy” to check.

Certificate :

Theorem 2.6.1. n € N is prime iff there exist an element a € Z/nZ, such that a™
=1 but a™?# 1 and q > \/n for some integer m and a prime factor q.

Proof. Suppose we find an element a in Z/nZ so that a™ = 1 but a' # 1 and g > \/n;
for some integer m and a prime factor q. Then n is prime because if p is a factor of n,
then ged(a's-1, p) divides ged(ac-1,n) and thus a« # 1 in Z/pZ. But this means ¢
divides p-1. Since q > +/n, so it can not be possible. Hence n is prime. On the other

hand , if n is not prime, n must have a prime factor smaller than \/n.

]

Remark 2.6.2. The correctness of the above certificate depends on the primality of

various q’s, so, we would need a certificate for those as well.

Another Certificate : As we have discussed Lucas primality test (theorem 2.3.4),

which is also a primality certificate.
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2.7 AKS Algorithm

2.7.1 Algorithm

Input : n € N
(1) If 3 a,b > 1 € N such that n = a®, then output composite; (Call Algorithm
2.7.4.1)
(2) Find the minimal r € N such that o,(n) > log?(n); (by lemma 2.7.4)
(3) For a =1 tor do
if 1 < (a, n) <n, then output composite;
(4) if r > n, then output prime;
(5) For a = 1 to [1/o(r) - log(n)] do
if (X +a)"# X" + a (mod X" — 1,n), output composite;
)

(6) Return Prime.

2.7.2 Idea of the algorithm

This algorithm based on the following lemma :

Lemma 2.7.1. Letn € N, n > 2, a € Z, such that gcd(an) = 1. Then
n is prime <= (X 4+ a)" = X" + a(mod n).

Proof: For 0 < i < n, the coefficient of X* in (X +a)" — (X" 4+ a)) is (7)a"" .
= : Suppose n is prime then (7;) = 0 (modn). Hence all the coefficients are zero and
we are done.
< : Suppose n is composite. Consider a prime q that is a factor of n and ¥ |n, where

k > 1. Let n = g*t. Then, q* does not divide (Z) and coprime to a? (because (Z) =

n(n—l)(n—2')~~-(n—q+1) k41
q!
denominator is divisible by q and (a, q)=(a%, q*) = 1). Therefore, coefficient of X"~

is not zero (mod n). Thus (X + a)" — (X" + a) is not identically zero over Z/nZ.

, where numerator is divisible by q* but not divisible by ¢**! and

Thus, our lemma follows. O

The above identity suggests a simple test for primality of an integer n in the fol-
lowing steps :

Given an input n € N
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(1) Choose an integer a such that ged(a, n) = 1.

(2) Calculate f(X) = (X + a)” - (X" 4+ @) (modn)

(3) If f(X) = 0, then output prime;

(4) Else return composite.

However, this takes time O(n) because we need to evaluate n coefficients in the Step
(2) in the worst case. A simple way to reduce the number of coefficients is to evaluate
both sides of the identity modulo a polynomial of the form X" — 1 for an appropriately

chosen small r. In other words, test if the following equation is satisfied:

(X+a)"=X"4+a (modX" -1, n) (2.1)

From lemma 2.7.1, it is immediate that all primes n satisfy the equation (2.1) for all
values of a and r. The problem now is that some composites n may also satisfy the
equation for a few values of a and r (and indeed they do). However, we can almost
restore the characterization: we show that for appropriately chosen r if the equation
(2.1) is satisfied for several a’s then n must be a prime power. The number of a’s and
the appropriate r are both bounded by a polynomial in log(n) and therefore, we get

a deterministic polynomial time algorithm for testing primality.

2.7.3 Correctness of the algorithm
Before proving the correctness of the algorithm, we will prove some lemma’s :
Lemma 2.7.2. Let n € N withn > 7. Then d,, = lem([n]) > 2".

Proof: We can easily check that lemma holds for n = 7 and n = 8. So, we may

assume n > 9. Consider the integral
I(m,n) /:L’” — )" "dx (1<m<n)

Now using binomial expansion of (1 - z)"~™ :
/ 2 1—) "y = / ! Z(—nw( § )dx: Z(—U’“( y ) / 2"
0 0 k=0 k=0 0

Therefore I(mn) = i -1)F(")") iz And we know that 0 < k < n-m, so, m+k
k=0

divides d,,. Thus I(m,n)-d, € Z.
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And using iterated integration by parts we get :

I(m,n) = (n—m)!  (n—m)fm-1)! 1

n-(n—1)---m n! m(")

Hence we get that m(::L) |d, for all 1 < m < n. From here, we may conclude that
n (*") |dan |dant1 (since d,|d,s1) and (n—l—l)(Q:jll) = (20+1)(*") |d2ps1. As (n,

2n+1)=1, it follows that n(2n+1)(2:) |dos+1. We know that (2:) is the largest of the
binomial coefficients in the expansion of (1+1)?". So, dg,1>n4" (for n > 1). If n
> 2 then dg,1>2-4" = 2?"*! and if n > 4 then we have dy, 9 >dsony1 >4"1. Thus
we have shown that d,, > 2" when n > 9 (since easy to check d; and dg directly).
[

Lemma 2.7.3. For all n € N, we have (') > 271,

Proof: By definition, (*"*!) = W > T, 22 > [1,2 = 2" We
can check that []°_, 2l — 3 > 2% from which we conclude that (*"*') > 2n+1,
OJ
Lemma 2.7.4. There exists an integer r € N with the following properties :

(1) v < maz{3, [log’(n)]}
(2) 0r(n) > log* (n)
(3) (r,n) =1
Proof: If n = 2, then r = 3 satisfies the lemma. So, we may assume that n

> 2. And for n > 2, [log°(n)] > 10. Now, using lemma 2.7.2, we can see that
lem([[log®(n)]]) > 2[10g® ()1 Define

[Log?(n)]

N=n- H (n* —1)

i=1
Let r be the smallest integer not dividing N. It means r is not a divisor of (n’-1) for i

< |log?(n)], i.e., n® # 1(mod r). Hence condition (2) of the lemma is satisfied.

To see that condition (1) is satisfied as well, Observe that N<n!+2t+og*(n) — g3 -(log"(n)+log®(n))
< nlog' () = 2leg®(m) < 9lleg®(™1 < Jem([[log®(n)]]) (using lemma 2.7.2). Therefore 3rg

< [log®(n)] such that rofN and as r was chosen to be minimal, so, we have r <
[log®(n)].

Now, we have to prove condition(3) of the lemma. It is clear that (r, n) < r, other-

wise r would be divide n and hence N. Thus (r’”n) is another integer less than maz{3,

24



[log®(n)]} not dividing N. But r was chosen to be minimal, hence r = Ty e (T, m)

= 1. O

Now onwards in the AKS algorithm, we will make the following assumptions :
(1) Natural number n has p as a prime divisor.
(2) 1 is less than [log®(n)] and o,(n) > log?(n).
(3) (r, n) =
(4) Define [ = \/_ )-log(n

Definition 2.7.5. Let f € Z[x] and m € N. Then m is said to be introspective for f if :

f()™ = f(@™)(mod2" — 1, p)
In lemma 2.7.1, we have seen that given a prime p, and an integer a € Z such that

(a, p) = 1, p is introspective for the function (z + a).

Lemma 2.7.6. (f+g) = f + ¢ for all f, g € F,[a].
Proof: By using the binomial theorem, (f+g)? = ¥ + Zi;i (z) fk.gP=k 1 gP Every

term in the summation is divisible by p, and therefore equal to zero with in the ring
[F,[z]. Therefore (f+g)? = 7 + gP. O

Lemma 2.7.7. Let f € F,[z] for some prime p. Then f(z) = f(a*).

Proof: Let f(z) = a,2" + a, 12" ! + -+ + a;z + ag. Then by lemma 2.7.6, we
have : f(z)? = (a,)?(2")? + (a,—1)P(* )P + -+ + (a1)P(2)P + (ag)?.
Now, using Fermat’s little theorem (theorem 2.4.1), it follow that f(z)? = (a,)(2")P +
(an—1)(@ NP + -+ + (a1)(2)? + (ag) = {(27). O

Some theory about Cyclotomic polynomials and Finite fields

Definition 2.7.8. The n'* cyclotomic polynomial ®,(x) € C/z] is the polynomial

whose roots are precisely the ¢(n) primitive n'™ roots of unity in C.

Let p,, denote the group of n'”* roots of unity over Q. We know that as a group, j,

> 7./n7Z because of the map a — u® where p, is a fixed primitive n'* root of unity.

C(0)= ] @-w= ] (e—u)

Cprimitive€un (an)=1
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In particular note that the degree of @, (z) = ¢(n).

The roots of (2% - 1) are precisely the n'* roots of unity. So, 2 - 1 = [] (z - p).
CEpn
Grouping the factors (z - p) according to their order in p, yields :

v o1=T1 I (o) =1%o
dln (primitive€p, dln
It turns out that for all n € N, ®,(z) has integer coefficients. To prove this we

need an important result regarding polynomial factorizations in Z|z].

Definition 2.7.9. A polynomial f(x) € Z[x] is called primitive if : f(x) = a2 +
U1+ o+ az + ag, then ged(ay,an—1, -+ ,a0) = 1.

Lemma 2.7.10. (Gauss Lemma) Let p(z) € Z[z] be primitive.

(1) If q|f(x)-g(x), where q is a prime integer and f(z), g(z) in Z[z], then either q|f(x)
or qlg(z) in Z[x].

(2) If p(z) is reducible in Q[x] then it is reducible in Z[z].

Proof: Consider the ring F,[z]. Then q divides f-g in F,[2] means f-g = 0. But
F,[2] is an integral domain, so, it must be the case either f = 0 or g = 0.
Now to prove (2) part of the lemma, suppose that f|p in Q(z), where f has integer
coefficients. Then Jg € Q(z) such that p = f-g. Now, clearing the denominator right
hand side gives us d-p = f-g where d€Z, d-p € Z(z). Let py be some prime factor of d.
Then by part (1), po divides f or g. But f was assumed to be primitive, so, py divides

ucti (). b
g. Then by induction, we see that d|g. Therefore p(z) = f(z)-=. O
Proposition 2.7.11. ®,,(z) € Z/x].

Proof: We already know that &, (z) is monic of degree ¢(n). For proving the
lemma, we will proceed by induction. In the case that n = 1, the result is clear. So,
let n > 1 and assume that ®4(z) € Z[z] for all 1 <d < n. Then 2* - 1 = &, (2)f(x), {(z)
= [ ®u(z). f(z) clearly divides 2 - 1 in Q((,)[2], and because both polynomials

dn,d<n
have coefficients in Q, we have that f(z) divides 2 - 1 in Q[z]. Then by using Gauss

lemma, f(z) divides 2" - 1 in Z[z], hence ®,,(z) € Z[a]. O

Lemma 2.7.12. Let n € N and q be prime with (¢, n) = 1. Then ®, (z) factors into

the product of % distinct monic irreducible polynomials in F,[z].

Proof: We begin this proof by showing that o,(q) is the smallest integer such that
Cn € Fpon, where ¢, is a primitive n' root of unity. Indeed ¢, € F» if and only if
¢?" = ¢, which is equivalent to the identity ¢¥ = 1(mod n). The smallest integer k for
which this holds is obviously k = 0,(q). Thus ¢, lies in F ., but no proper subfield.
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Therefore the degree of the minimal polynomial of ¢, over Fy is 0,,(q). As the degree
of ®,(z) is p(n), it follows that ®,, factors into % monic irreducible polynomials in
Fqla.

Now, we have to show that these polynomials are distinct. Let &,

z) be the image of

P, (z) inF,[2], and let @/ (z) be its formal derivative. Suppose that g(z) is irreducible in
F,[z] andg( ) | @, (z). Then we see that (®/ (z), ®,(z)) # 1. But ®,(z) | (2*—1), So,
(

(7" - 1), na" 1) # 1. We know that n # 0 in IFq, so, (- 1), na" 1) = ((2* - 1), 2*7Y)
— 1, which is a contradiction. Therefore, g(z) ) f @, (x), which means that all of the
irreducible factors of ®,,(z) are distinct. O

Lemma 2.7.13. Let n € N have prime divisor p and let a € N with 0 < a <I. Ifn,

p are introspective for (x + a), then o is introspective for (x + a) as well.

Proof: By lemma 2.7.7, f(z)? = f(a”) for all f € F,[z]. Also given, as p, n are
introspective for (z + a). So, we have : (zv + a)’ = (¢ + a) = (z + a)" = (z +
a)’» (mod 27-1, p). Now define f = (z» + a) and g = (z + a)». We have just shown
that f = g in the ring (Z/pZ)[z]/(2"-1). Then ¥ + (-g)? = 0. Using lemma 2.7.6,
we see that (f-g)? = 0. Let h = (f-g). Now, it remains to show that h = 0 with in the
ring (Z/pZ)[z]/(2"-1). Since (r, p) =1. Using lemma 2.7.12, we see that (2-1) factors
into distinct irreducibles h;(z) over (Z/pZ)[z], i.e., 2’-1 = [], h;(z). Therefore, using

Chinese remainder theorem, we see that :

p o L/PL)a)  (Z/pZ)[d) _ 7 (Z/pZ)[2)
e T (IT; hi(@) 11 hi(z)

Because (27-1)| h?, we see that each of the irreducible factor h;(z) of (2" —1) divides h.
Thus (2" — 1) | h, completing the proof. O

We now can see that introspective numbers are closed under multiplication and the

set of functions for which a given integer is introspective is closed under multiplication.

Lemma 2.7.14. Let f, g € Z[z/, s, t€ N. then the following holds :
(1) If s and t are introspective for f, then s-t is introspective for f.
(2) If s is introspective for f and g, then s is introspective for fg.

Proof: (1) Given that : t is introspective for f, so, we have : f(z)*' = (f(a}))*
(mod 27-1, p). Also s is introspective for f, so : f(z)° = {(2°) (mod 2”-1, p). Now, by
substituting y* for x in this above identity, we see that : (f(y"))* = f(y**) (mod y"* -

p). And we know that (y" - 1) divides (y"* - 1) = (y" - 1)(y" =D + y=(=2) 4 ...
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+ y" + 1). So the above equation can be written as : (f(3/))* = f(y**) (mod y" - 1,
p). Now, replacing the value of y by z and comparing with the first equation in the
proof, we get the desired result : f(2)¥* = f(2°") (mod 2" - 1, p).

(2) Since s is introspective for f and g, we have :

[f(@) - g())* = f(2)° - g(2)” = [(2°) - g(«°) = (f - 9)(°)(mod & — 1, p).

O

Lemma 2.7.13 and lemma 2.7.14 shows that every element of the set T = {(2)"-p/
I
: 1, j > 0} is introspective for every poynomial in the set P = {[] (z + a)® : e, >

a=0
0} (Assumed that n is introspective for (z4a)). We now define two groups based on

these sets .
Proposition 2.7.15. I, =i (mod r) : i € I is a multiplicative subgroup of (Z,/17Z)*.

Sketch of the proof: Firstly, we can notice that I, is closed under multiplication

n n

((I—))“ -p")(modr) x ((—)* - p”*)(modr) = ((E)“”“ P ) (modr)

]

We have already seen that (n, r) = (p, r) = 1, so both n, p are units in (Z/rZ). Because
I, is generated by n (mod r) and p (mod r), so we have I, C (Z/rZ)*. O

Let |I. | = t, and we have seen that I, is generated by n (mod r) and p (mod r)
which means n* = 1 (mod r). So, o,(n)>log?(n) implies that t>log?(n).

Let ®,(z) be the r'" cyclotomic polynomial over F,. Then ®,(z)|(2”-1) and by
lemma 2.7.14, ®,(z) factors into distinct irreducibles of degree o,(p). Let F be the
splitting field of 2”-1 over FF,, and ¢ € F be primitive r*" root of unity with minimum
polynomial h(z) € F,[z]. Then h(z) is an irreducible factor of 2”-1 over IF,[z] of order
or(p). This implies that F = F,(() = F,[z]/(h(z)) (Note that the map ¥ : F,[z]/(h(z))
— F,(¢) which sends g(z) to g(¢) is an isomorphism).

Recall that P = {J]'_y(z + a)* : e, > 0}. Now, define G = {f (mod h(z), p) : f €

P}. This group is clearly generated by the linear polynomials z, z+1, - -+ + z+[ with
in the field F.
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Let k = o,(p). We have already seen that k = deg(h(z)), implying that |F| = p*.

Now, we can actually use this fact to prove the lemma 2.7.13 in the case of f(z) € G.

Lemma 2.7.16. Let f(z) € G.
If (f(x))" = f(@") and (f(x)P = [(") then (f(x))> = f(z»)

Proof: |F| = p* = for all 3 € F, 8% = ¥ whenever u = v (mod p*-1). Suppose
that v is introspective for f. Then f({)* = £(¢)" = £(¢") = £(¢*). Since introspective
elements are closed under multiplication, so f(2)"*"" = f(z2***""). Then the result

holds as we know : n-p*~' =2 (mod p*-1). O

Before preceeding ahead, we will discuss two lemma’s which will be useful in finding

out the lower bound for |G|.

Definition 2.7.17. A k-subset of [n] is a set of distinct elements of [n] having cardi-

nality k. It is well known that the number of k-subsets of [n] is equal to (Z)

Definition 2.7.18. A k-multiset of [n] is a set of k elements of [n], in which repetition

is allowed.
Let f (k, n) denote the number of k-multisets of [n].

Lemma 2.7.19. The number of k-multisets of [n] is equal to (”+Z_1).

Proof: Let 1 < a; <as < -+ <ap <n+ k-1Dbe a k-subset of [n + k - 1].
Now define b; = a; -1 + 1. Then {b; , ---, bg} is a k-multiset on [n]. Conversely,
given a k-multiset on [n] : 1 < b; < by < --- < b, < n, we can define a; = b; + i

-1 in order to get a k-subset of [n + k - 1]. Therefore, the number of k-combinations

n+k71) )

of [n] with repetition is simply the number of k-subsets of [n + k - 1], i.e., ("}

0
=1
Lemma 2.7.20. Let [, t € Z. Then f(t-1,1+2) = >_ f(k,1+1).
k=0

Proof: Let A be the set of all (t — 1) - multisets of [l + 2], and B be the set
consisting of all i-multisets of [l + 1] for i =0, 1, ---, (t — 1). Then |A] = f(t — 1,
[+ 2) and |B| = t_zlf(k, [ + 1). For proving the lemma, we now exhibit a bijection
between A and B.k:0
Let Ag € A If (I 4+ 2) ¢ Ag then Ay is a (t — 1) - multiset of [l 4+ 1] and thus an
element of B. If (I + 2) € Ay , then let a; o denote its multiplicity in Ay . Then
Ag-{(l+2),(I+2),---,(I+2)} is an element of B.

~
aj42times
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Now, let By be an element of B of cardinality k (i.e., Bg is a k-multiset of [I+1]). If k =
(t-1) then By € A. If k # (t-1), then By U {(I+ 2),(I+2),---,({+2)} is an element

—~
(t—1—k)times

of A.
These two operations are clearly inverses of each other, which prove the lemma. [

The next two lemma provide us with lower and upper bound for |G|.

Lemma 2.7.21. |G| > (/*]).

" root of unity in F because h(z) is a factor of

Proof: Note that z is a primitive r’
®,.(z). We now show that if f, g € P are distinct polynomials with degree less than t
then they map to distinct elements in G.

Suppose that f(z) = g(z) in F. Let m € 1. Then m is introspective for f and g, so,
f(2™) = g(2™) with in F. Then 2™ is a root of j(z) = f(z) - g(z) for every m € I,. By
lemma 2.7.4, (m, r) = 1, so, each such 2™ is a primitive ' root of unity. Hence their
are |I, | = t distinct roots of j(z) in F. But the degree of j(z) < t, by choice of f and
g. This contradiction implies that f(z) # g(z) in F.

We can observe that ij in F, whenever 1<i,j< [, since I = | \/é(r)-log(n) ] < v/r-log(n)
<1 < p. Then by above, z, z+1, - -+ |2+ are all distinct in F. Since the degree of h(z)
is greater than 1, all of these linear polynomials are nonzero in F. Therefore there are

at least (I+1) distinct polynomials of degree 1 in G. By lemma 2.7.19, there are at least

(7

) polynomials of degree s in G. Then by lemma 2.7.20, the order of G is at least
1

5 () = (). O

Lemma 2.7.22. If n is not a power of p, then |G| < nVt.

Proof: Consider the following subset of I : I' = {(Z)l P 0<ij< |[VE}) Ifn
is not a power of p, then |I'| > (14+|+v/t])? > t. Since |1, | = t, there are at least two
elements of I’ that are equivalent modulo r. Name these elements m;, my where m;
> my (WLOG). Then 2™ = 22 (mod 2/-1). Now, let f(z) € P. Then, because m;,

msy are introspective,

fl@)™ = f(a™) = f(a™) = f(2)™ (mod(a” — 1), p)

Thus, f(z)™ = f(x)"™ in the field F. Therefore the polynomial R(y) = y™* - y™2 has at
least |G| roots in F (Since f(z) € P was arbitrary). Then deg(R(y)) = my < (3-p) Lvi]
= nV, because (%)L\/‘?th‘/ZJ is the largest element of I'. It follows that |G| < g
U
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Correctness of the AKS algorithm
Theorem 2.7.23. The AKS algorithm outputs Prime if and only if n is Prime.

Proof: < Suppose n is prime. Then n is certainly not of the form a® for any a,
b>1, so, step (1) of the algorithm will not output composite. Since n is prime ,
we also know that for all z € N, (n, z) = 1 or n. Hence step (3) will not output
composite. By lemma 2.7.1, we have already seen that n is prime, then (z + a)" =
2" 4+ a (mod n), so step (5) will not output composite. Therefore the algorithm
will output prime.
= Now suppose that the algorithm outputs prime. If the algorithm returns prime
during step (4), then we know that for all m < n, (m, n)=1 (this was checked in
step(3)), which means that n is prime. Now assume that algorithm returns prime
during step (6) which means n is introspective for (z+a). Recall that |I, | = t and
is generated by n and p. Therefore t = o.(n) > log?(n) = t? > tlog(n) = t >
|V/tlog(n)]. Then lemma 2.5.21 shows that for | = |\/¢(r)-log(n)] : |G| > ([F]) >

>

t—1

14| vtlog(n)] 1+2[Vtlog(n)| . * _
( L\/flog(vf)J ) > ( Lﬁlog(i” ) (since I, CZ: = t< o(r) = | = [/¢(r)log(n)]

[Vt-log(n)]).

Now using lemma 2.7.3,

(1 + QL\/%ZOQ(H)J) > QLﬁlog(n)J-l-l > 2\/Z‘log(n) _ TL\/Z
[V/tlog(n)] -

Then by lemma 2.7.22, we know that |G| < nVtif n is not a power of p. Therefore it
must be the case that n = p* for some k>0. But step (1) did not output composite,
so, k=1, which proves that n is indeed prime. This completes the proof of the

theorem. ]

2.7.4 Runtime Analysis of the Algorithm

Before finding out the running time of the algorithm, we will find out the running

time for the Euclidean Algorithm and Perfect power test Algorithm.

Euclidean Algorithm and its running time

Algorithm 2.7.4.1
Input myn € Z
(1) a, b integer;
(2) if n] = |m
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(3) then a < |n|; b < |m];
(4) else b < |n|; a < |m|;
(5) while b > 0 repeat

(6) (a, b) = (b, a mod b);
(7)

return a.

Lemma 2.7.24. The complezity of the above algorithm is O(log(n)-log(m)).

Proof. : Let a;, b; denote the values stored in variables (a, b) after the loop in lines
5,6 has been executed for the i time. Then (m, n) = (a;, b;) (which implies that
the algorithm returns (m, n)), and the numbers by, by, - -+ form a strictly decreasing
sequence. Now, we begin by showing that the while loop in lines 5, 6 of the algorithm
runs at most 2-min{||n||, ||m||} times. In the algorithm, we have seen that this loop
ends when the strictly decreasing sequence by, b, - - - reaches 0. Consider the following
two cases :

Case 1: bjyq > %bi = %aiH. Then b; 1o = a;41 - bipg < %bi.

Case 2 : bjy1 < %bi = %aiﬂ. Then b;ro = a;41 (mod b)) < by < %bi.

We therfore see that for every two executions of the loop, the bit length of the variable
b is reduced by 1. It follows that after 2-min{||n||, ||m||} many executions of the while
loop, b = 0, stopping the loop.

Using elementary methods for dividing allows us to compute a; mod b; in O((||a;|| —
[|16:|] + 1) - ||b;]]) many bit operations. Since b; = a;;1 for 0<i<t. We have : ((||a;|| —
0l + 1) - [16:][) = llaal[ - [1b:]] = [lazsall - Hosl| + 116s]| < (Hasl| = Hazeal)]1bol] + [16s]]-
Thus we bound the number of bit operations of the algorithm by

> O(llasll = 11eall + D)lfoall) = OC Y ((llaal | = llasa I [bol| + [16:]]))

0<i<t 0<i<t

= ([laol[ - [lbo[| + - [lbo[1) = O(l[nl[ - [Iml])-

Fast Modular Exponentiation

Let n = 2% + 2% + ... 4 2% where a; > a; > -+ > ay. Define fy = (z+ a), f;1;
= f;(z)? (mod #’-1, n). Then f, (z) = (z+ a)*”. If we further define g;(z) = f,,(z)
and g;(7) = g_1(2)f,,(z) (mod 27-1, n), then we see that g,(z) = (z+ a)*"'+ 2" =
(z+a)" (mod 27-1, n). We have therefore computed (z+a)” (mod 2"-1, n) in a; + ay

< 2log(n) steps, where a step consists of multiplying two polynomials of degree less
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than r with coefficients in Z/nZ. This leads to a total runtime of O~ (r-log?(n)).
Idea of the running time in a simple way : We want to discuss a simple algorithm
for total running time of Fast Modular Exponentiation is O™~ (r-log?(n)) in following
steps:

(1) In computing the gx(z) : we use the following method :-

(4 a)* = 22 + 2z- a + a* ; number of multiplication = 3

(22 + (2za + a?))? = (2%)? + 22%-(2za + a®) + (22a + @*)? ; number of multiplications
=95

We will continue this procedure and the power of the function is bounded by r and
we are taking the coefficients mod(n). Hence approximately total running time is
O((2r+1)log?(n)).

(2) for computing gg(z), we use function g;(z) which is product of two functions. So
we proceed as follows: 4-g; 1(z) * fa, (%) = (g—1(2)+ fo, (2))? - (gr-1(2)-fa, (7)) .
Therefore total number of running time (approximately) is O~ (r-log?(n)).

Perfect power test Algorithm and its running time

Algorithm 2.7.4.2
Input n € N.

(

(2)

(3) while b < log(n) do //Loop 1

(4) a =1; ¢ = n;

(5) while ¢ - @ > 2 do //Loop 2

(6) m < (a + ¢) div 2;

(7) p + min{m®, 1};

(8) if p = n then return “n is a perfect power”;
(9) if p<n then a < m else ¢ < m;

(10) b+ b+1;

(

11) return “n is not a perfect power”.

Suppose we are given an integer n and want to determine whether or not n is a
perfect power, we will be conducting a binary search of the integers {1,2,--- n} for
a number m such that n = m® for some b>1. Let b>1 and suppose that if a solution
m to m® = n exists then it must lie in some interval [c;, d;]. When i = 0 we may take

(c;i+d;)

co, do] = [1, n]. Now, to define [c;11, d;+1], consider o = | 4L% | If a® = n, then we
[ + + 2
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are done. If a® > n, let [c;y1, dit1] = [c;, a]; otherwise a® < n and we let [ciy 1, diy1]
= [a, d;]. We continue in this manner until |¢;1; — d;y1] < 1. We then increase the
value stored in variable b and start the loop again. Performing this loop for all b <

log(n) completes our algorithm.

Lemma 2.7.25. The complexity of the above algorithm is O~ (log* (n)).

Proof. : Loop (1) will run at most log(n) times. Also, it will take atmost log(n)
iterations of loop 2 before |¢c —a| < 1. During each iteration of loop 2, we calculate (a
+ ¢) div 2 and m®, which can be done in O~(log(n)) [Fact 2 in the Asymptotic Nota-
tion] bit operations. The complexity of the entire algorithm is therfore O~ (log3(n)).
U

Runtime Analysis of AKS Algorithm
Lemma 2.7.26. The complexity of the above algorithm is O~ (log'°® (n)).

Proof. : Step (1)

We have shown in lemma 2.7.25 that step (1) will take at most O~(log3(n)) bit op-
erations.

Step (2)

In this step the algorithm finds the list r such that o.(n) > log?(n). By lemma 2.7.4,
there exists an r less than [log®(n)]. The easiest way to find such an r is simply to
calculate n* (mod r) for k = 1,2, - -+ ,log?(n). This involves O(log?(n)) multiplications
modulo r for each r, so step (2) takes O(log”(n)) bit operations.

Step (3)

In this step the algorithm computes (a, n) for a = 1, ---, r in order to determine
whether (a, n) > 1 for some a < r. Computing each ged takes O~ (log?(n)) bit opera-
tions using Euclidean Algorithm (lemma 2.7.24), resulting in a total of O~ (log’(n)).
Step (5)

During this step the algorithm determines whether the congruence (z 4+ a)” = (2" +
a) (mod #/-1, n) holds for a = 1,2,3,--+,|\/é(r)-log(n)]. Given a < |\/é(r)-log(n)],
we may calculate (z+ a)" in the ring Z/nZ as reducing modulo 2”-1 is trivial. In order
to calculate (z + a)", we must perform O(log(n)) multiplications of polynomials of
degree less than r with coefficients of size O(log(n)) (as the coefficients are in written
modulo n; recall that all polynomials are reduced modulo 2"-1 during Fast Modular

Exponentiation). Each congruence therfore takes O~ (log”(n)) bit operations to verify.
step (5) therfore takes O~ (/¢ (r)log(n)log’ (n)) = 0~ (1/d(r)log®(n)) = O~ (log (n))
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bit operations. The complexity of the step (5) clearly dominates the complexity of
the other steps, so the overall complexity of the algorithm is O~ (log!®5(n)), which is
indeed polynomial. O
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Part 11

Integer Factorization and

Polynomial Factorization
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Chapter 3
Integer factorization algorithms

Suppose we know that a certain large odd integer n is composite; for example, we
found that it fails one of the primality tests in Chapter 2. As mentioned before in
introduction part that it does not mean that we have any idea of what a factor of n
might be. Of the methods we have encountered for testing primality, only the very
slowest - trying to divide by successive primes less than /n - actually gives us a prime
factor at the same time as it tells us that n is composite. All of the faster primality
test algorithms are more indirect : they tell us that n must have proper factors, but
not what they are. The method of trial division by primes < /n can take more than
O(y/n) bit operations. In this chapter, we will discuss faster algorithms of integer

factorization.

3.1 Pollard Rho Method

The simplest algorithm which is substantially faster than trial division is J.M. Pollard’s

“rho method” (also called the “Monte Carlo” method) of factorization.

3.1.1 Algorithm

Algorithm follows in the following steps :

(1) Choose an easily evaluated map from Z/nZ to itself, a fairly simple polynomial
with integer coefficients, such as 7°+a. [Note : Later we can observe it from proposi-
tion 3.1.4 that f(z) must not be linear polynomial and in fact, should not give a 1-to-1
map.|

(2) Choose some particular value z = x5 (perhaps zy = 1 or 2, or perhaps it is a

randomly generated integer).
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(3) Compute the successive iterates of f : z; = (1), 2 = {(f(20)), 25 = {(f(f(20))), ete.
That is we define z;1 = f(z;), j = 0,1,2,- - -

(4) Compare between different z;’s and find two of which are in different residue classes
modulo n but in the same residue class modulo some divisor of n (let denote them z;
and ) .

(5) Compute ged(z; - 2%, n), which is equal to a proper divisor of n. [Note : After
providing an example, we will describe a way to carry out the algorithm so as to make

only one g.c.d. computation for each k.]

Example 3.1.1. : Let us factor 91 by choosing f(x) = 1*+1, 1y = 1. Then we have
m =2, 1y =5, 13 = 26, etc. We can find ged(xz-15, n) = (21, 91) = 7, so 7 is a

factor.

3.1.2 Refinement of the Algorithm :

As we know that rho method works by successively computing z, = f(x.—1) and com-
paring x, with the earlier z; until we find a pair satisfying ged(zy, - ©;, n) = r > 1.
But as k becomes large, it becomes very time consuming to have to compute ged(zy-x;,
n) for each j < k. We now describe a way to carry out the algorithm so as to make
only one ged computation for each k.

First observe that, once there is a ky and jo such that x,, = z;, mod r for some divisor
rin, we then have the same relation that z, = z; mod r for any pair of indices j, k
having the same difference k-j = kg-jo. To see this, simply set k = ko + m, j = jo + m,
and apply the polynomial f to both sides of the congruence xy, = z;, mod r repeatedly,

1.e., m times.

We now describe how the refined rho algorithm works in Step (4). We successively
compute the xy, and for each k we proceed as follows :
(1) Suppose k is an (h+1)-bit integer, i.e., 2" <k<2". Let j be the largest h-bit
integer : j=2"-1.
(2) Compare x, with this particular z;, i.e., compute ged(x,-x;, n).

(3) If this ged gives a nontrivial factor of n, we stop; otherwise we move on to k+1.
This modified approach has the advantage that we compute only one gcd for each

k. It has the disadvantage that we probably will not detect the first time there is a ky
such that ged(xy,-z;,, n) = r > 1 for some jo < k.
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However before long we will detect such a pair zy,, x; whose difference has a common
factor with n. Namely, suppose that ky has (h+1) bit integer. Set j = 211 and k =
J+(ko-Jo), in which case j is the largest (h+1)-bit integer and k is an (h+2) bit integer
such that ged(xy,-z;, n) > 1.

Notice that, we have k < 22 = .20 < J-k.

Example 3.1.2. : Suppose we have to factor 4087 using f(x) = 2*+x+1 and 7y = 2.
Then xy = f(2) = 7 and ged(z,-29, n) = ged(7-2,4087) = 1; 15 = f(7) = 57 and gcd(x,-
1, n) = ged(57-7, 4087) = 1; x3 = f(57) = 3307 and gcd(xz-11, n) = ged(3307-7,
4087) = 1; x4 = f(3307) = 2745 mod 4087 and ged(zy-x3, n) = ged(2745-3307, 4087)
=1; 3 = f(2745) = 1343 mod 4087 and gcd(xs-23, n) = ged(1343-3307, 4087) = 1;
16 =f(1343) = 2626 mod 4087 and ged(rg-x3, n) = ged(2626-3307, 4087) = 1; v =
f(3734) = 2734 mod 4087 and ged(v;-13, n) = ged(3734-3307, 4087) = 61.

Thus we obtain 4087 = 61-67.

3.1.3 Running time Analysis

Let us suppose f(z) is a random map from Z/nZ to itself and compute how long we
expect to have to wait before we have two iterations x; and x; such that x;-z; has a
nontrivial common factor with n. We do this by finding for a fixed divisor r of n
(which, in practice, is not yet known to us) the average (taken over all maps from
Z/nZ to itself and over all values of o) of the first index k such that there exists j<k
with x; = x, mod r. In other words, we regard f(x) as a map from Z/rZ to itself and

ask how many iterations are required before we encounter the first repetition of values

T, = z; in L/r7L.

Proposition 3.1.3. Let S be a set of r elements. Given a map f from S to S and an

element 1y € S, let z;41 = f(x;) for j = 0,1,2,--- . Let X be a positive real number,
and let m = 1+[\/2Ar]. Then the proportion of pairs (f, x9) for which zo, x1, -+, T
are distinct, where f runs over all maps from S to S and xy runs over all elements of

S, is less than e.

Proof : There are r choices of xy, and for each of the r different x € S there are
r choices of f(x). So, the total number of pairs are 1. Now we will check that how
many pairs (f, %) are there for which xy, x1, -+, T, are distinct. There are r choices
for xy, there are -1 choices for f(zg) = 1 (since this can not be equal to xy), there
are 1-2 choices for f(x1) = 13, and so on, until f(x) has been defined for r = 1y, 1,

-+, Tm_1. Then the value of f(x) for each of the r-m remaining x is arbitrary, i.e.,
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there are =™ possibilities for those values. Hence, the total number of possible ways
of choosing xy and assigning the values f(x) so that o, zy, -+, x, are distinct is :
(r-m)-" - T[75, ) = 1T2o(rj), and the proportion of pairs having the stated

property (i.e., the above number divided by r"+1) is : % =" ()

= H;nzl (]’%
Now we have to show that log of this is less than -\ (where m = 1+[\/2r\]). To prove
this, we take the log of the product and use the fact that log(1-z) < -x for 0 < x < 1.

So, we have :

- ' T m+ 1)  —m?>  —(V2r)\)?
l —_— = — _)\
og(H ) < Z r < 2r = 2r
7j=1 7j=1
This completes the proof of the proposition. O

The significance of proposition 3.1.3 is that it gives an estimate for the probable
length of time of the rho method, provided that we assume that our polynomial behaves

like an average map from Z/rZ to itself.

Proposition 3.1.4. Let n be an odd composite integer, and let r be a nontrivial
divisor of n which is less than \/n (i.e., rin, 1 < r < /n; we suppose that we are
trying to determine what r is). If a pair (f, %) consisting of a polynomial f with
integer coefficients and an initial value xy is chosen which behaves like an average pair
(f, %) in the sense of proposition 3.1.3 (with f a map from Z/rZ to itself and x5 an
integer), then the rho method will reveal factor r in O({n)i-loan) bit operations with
a high probability. More precisely, there exists a constant C' such that for any positive
real number \ the probability that the rho method fails to find a nontrivial factor of n
in CvV/X(n)ilog®n bit operations is less than e~

Proof : Let C, be a constant such that ged(y-z, n) can be computed in Cylog*n bit
operations whenever y, z < n (proved in lemma 2.7.24). Let Cy be a constant such
that the least nonnegative residue of f(x) modulo n can be computed in Cylog*n bit
operations whenever v < n. If ky is the first index for which there exists jo < ko with
Ty, = Tj, mod 1, then the refined rho algorithm as described above finds r in the K"
step, where k < 4kq.

Thus the number of bit operations needed to find r is bounded by 4-ko(Cilog?n +
Cylog?n). According to proposition 3.1.3, the probability that kg is not greater than
14+V2r\ is less than e . If ky is not greater than 1+v2rX, then the number of bit
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operations need to find r is bounded by (here v < \/n) : 4(1+V2r\)(Ci+Cs)log*n <
4(14+V2VN(n) 1) (Cy +Cs )log*n.

If we choose C slightly greater than 4+/2(C1+Cy) (so as to take care of the added 1), we
conclude, as claimed, that the factor r will be found in C\/X(n)%loggn bit operations,

unless we made an unfortunate choice of (f, zo), of which the likelihood is less than
e . 0

Thus according to proposition 3.1.4, if we choose \ large enough to have confidence
in success - for example, e~ is only about 0.0001 for X\ = 9 - then we know that for an

average pair (f, 19) we are almost certain to factor n in BC(n)%Zoan bit operations.

3.2 Pollard p-1 method

This is a classical factoring technique. Suppose we want to factor the composite num-
ber n, and p is some (as yet unknown) prime factor of n. If p happens to have the

property that p-1 has no large prime divisor, then this method is virtually certain to

find p.

3.2.1 Algorithm

(1) Choose an integer k that is a multiple of all or most integers less than some bound
B. For example, k might be B!, or it might be the least common multiple of all integers
< B.

(2) Choose an integer a between 2 and n-2. For example, a could equal 2, or 3, or a
randomly chosen integer.

(3) Compute a* mod n by the repeated squaring method.

(4) Compute d = gecd(a*-1, n) using the Buclidean algorithm and the residue of a”
modulo n from step 3.

(5) If d is not a nontrivial divisor of n, start over with a new choice of a and/or a

new choice of k.

Now we will explain that when this algorithm will work. Suppose that k is divisible
by all positive integers < B, and further suppose that p is a prime divisor of n such
that p-1 is a product of small prime powers, all less than B. Then k is a multiple of
p-1 because it is a multiple of all the prime powers in the factorization of p-1. So, by

Fermat little theorem 2.4.1, we have a* = 1 mod p, which means p|gcd(a®-1,n). We
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can observe that the only way in which we will get a nontrivial factor of n in step (4)

is when d* = 1 mod n.

Example 3.2.1. Suppose we have to factor 540143 by this method, choosing B =
8§ and a = 2. Hence, we can get k = 840, which is the least common multiple of
1,2,--+,8. We find 22'° mod 540143, which is equal to 53047. So, ged(53046, 540143)

= 421 provides us a nontrivial factor of n.

The main weakness of the Pollard p-1 method is clear that if we attempt to use it
when all of the prime divisors p of n have p-1 divisible by a large prime (or prime
power). In the following example, due to this weakness, it is very difficult to find a

nontrivial factor of n by this algorithm.

Example 3.2.2. Let n = 491389. We would be unlikely to find a nontrivial divisor
until we choose B > 191. This is because it turns out that n = 383-1283. We have
383-1 = 882 = 2-191 and 1283-1 = 2-641 (both 191 and 641 are primes). Except a
= 0, 1 mod 383, all other a’s have order modulo 383 either 191 or 382; and except
for a = 1, £1 mod 1283, all other a’s have order modulo 1283 either 641 or 1282.
So unless k is divisible by 191 (or 641), we are likely to find again and again that

ged(ab-1, n) = 1 in step (4).

The basic dilemma with Pollard’s p-1 method is that we are pinning our hopes on
the group (Z/pZ)* (more precisely, the various such groups as p runs through the
prime divisors of n). For a fized n, these groups are fived. If all of them happen to

have order divisible by a large prime, then we are stuck.

3.2.2 Complexity of the algorithm

Theorem 3.2.3. The complezity of the algorithm is bounded by O(n*log*(n)).

Proof : In Step (1), If we take k = B! then it will take O(B*log*(B)) (by simple
naive algorithm), or we can say it is bounded by O(n*log®(n)).
In Step (3), we have described a method to compute a* mod n in the Miller-Rabin
primality test, which takes O(log*(n)).
In Step (4), computing d will take O(log?(n)) by Euclidean algorithm, which is de-
scribed in the last subsection of AKS algorithm.
Thus the overall complezity of the algorithm is O(n?*log®(n)). O

44



3.3 Fermat Factorization and Fermat Factor base
Method

3.3.1 Fermat Factorization method

This method is efficient if n is a product of two integers which are close to one another.

3.3.2 Algorithm (Fermat Factorization)

(1) Compute t = [\/n]+1, \/n]+2, --- until we obtain a t for which # -n = §* is a
perfect square (s, t are nonnegative integers).
(2) ged(t+s, n) is a nontrivial factor of n.

This algorithm is based on the following proposition :

Proposition 3.3.1. Let n be a positive odd integer. There is a one to one corre-
spondence between factorizations of n in the form n = a-b, where a > b > 0, and
representations of n in the form t* - s, where s and t are nonnegative integers. The
correspondence is given by the equations :
a+b a—2>b
= s

t= 5 5= "5 a=t+s,b=t—s.

Proof : Given such a factorization, we can write n = a-b = ((a+b)/2)* - ((a-
b)/2)?, so we obtain the representation as a difference of two squares.

2 we can factor the right side as (t+s)(t-s). The equations

Conversely, givenn = * - s
in the proposition explicitly give the one to one correspondence between the two ways

of writing n. O

Example 3.3.2. Suppose we have to factor 200819. Then firstly, we compute /\/W/H
= 449. But we observe that 449%-200819 = 782, which is not a perfect square. Next,

we try t = 450 and we get 450°-200819 = 1681 = 41?. Thus, 200819 = }5(*-41%> =
(450+41)(450-41) = 491-409.

If n = a'b with a and b close together, then s = (a-b)/2 is small, and t is only
slightly larger than /n. In this case, we can find a and b by trying all values fot t
starting with [\/n]+1, until we find one for which #-n = §* is a perfect square.

But we can notice that if a and b are not close together for any factorization n =

a-b, then the Fermat factorization method will eventually find a and b, but only after
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trying a large number of t = [\/n]+1, [\/n]+2, ---. There is a generalization of the

Fermat factorization that often works better in such a situation.

3.3.3 Generalized Fermat factorization Algorithm

(1) Choose a small k, and succesively set t = [VknJ+1, Nkn[+2, -- -, until we obtain
a t for which £-kn = s is a perfect square.

(2) ged(t+s, n) is a nontrivial factor of n.

Since in the generalized Fermat factorization algorithm, kn = £2-8* = (t+s)(t-s).
It means that t+s has a nontrivial common factor with n which can be found by

computing ged(t+s, n).

Example 3.3.3. Let we have to factor 141467. Then if we use Fermat factorization
method, setting t = [\/141467]+1 = 877, 378, - - -, after a while we tire of trying differ-
ent t’s. However if we use generalized Fermat factorization and setting t = [\/%/7%
= 652, 653, ---. We soon find that 655°-3-1/1467 = 68, at which point we compute
ged(655+68,141467) = 241. We conclude that 141467 = 241-587.

The reason why generalized Fermat factorization worked with k =3 in the above ex-
ample is that there is a factorization n = a-b with b close to 3a. With k = 3, we need
to try only four t’s, whereas with simple Fermat factorization (i.e. k = 1) it would

have taken thirty eight t’s.

3.3.4 Fermat factor base method
factor bases :

There is a generalization of the idea behind Fermat factorization which leads to a much
more efficient factoring method. Namely, we use the fact that any time we are able to
obtain a congruence of the form ¢ = s* mod n with t # +s mod n, we immediately
find a factor of n by computing gcd(t+s, n) (or ged(t-s, n)). This is because we have
ged(t+s, n) must be a proper factor a of n, and then b = n/a divides gcd(t-s, n).

The main problem in this algorithm is to select a random various b for which the
least positive residue of b*> mod n is a perfect square. That is very unlikely if n is
large, so it is necessary to generalize this method in a way that allows much greater

exibility in choosing the b;’s which have the property that b?> mod n is a product o
Y g Y i
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small prime powers, and such that some subset of them, when multiplied together, give

a b whose square is congruent to a perfect square modulo n.

Definition 3.3.4. A factor base is a set B = {py, pa,---,pn} of distinct primes, except
that p1 may be the integer -1. We say that the square of an integer b is a B-number
(for a given n) if the least absolute residue b* mod n can be written as a product of

numbers from B.

Note (1) : By the “least absolute residue” of a number a modulo n we mean the
integer in the interval from -n/2 to +n/2 to which a is congruent. We shall denote

this a mod n.

Note (2) : Let F2 denote the vector space over the field of two elements which
consists of h-tuples of zeroes and ones. Given n and a factor base B containing h
numbers, we show how to correspond a vector € € F to every B-number. Namely,
we write b®> mod n in the form H?le?j and the " component €; equal to o;j mod 2,

i.e., € = 0if a; is even, and €; = 1 if oj s odd.

3.3.5 Idea of the algorithm

Suppose that we have some set of B-number b? mod n such that the corresponding
vectors ?Z ={en, €2, -+, €n} add up to the zero vector in Fg‘ Then the product of
the least absolute residues of b7 is equal to a product of even powers of all of the p; in
B. That is, if for each i we let a; denote the least absolute residue of b2 mod n and we

. h fe 7P .
write a; = szlpj Y we obtain

h
[To: =11 = (I#))
i Jj=1 J

where 7y; = %ZZ a;; (we can write this because the exponent of each p; is an even
number). Thus if we set b = [];b; mod n (least positive residue) and ¢ = []; p;, mod
n (least positive residue), we obtain two numbers b and c, constructed in quite different
ways (one as a product of b;’s and the other as a product of p;’s) whose squares are
congruent to modulo n. Now if b # +c¢ mod n then ged(b+c, n) gives us a nontrivial

factor of n.
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Note (3): It may happen that b = +c¢ mod n, in which case we are out of luck,
and we must start again with another collection of B-numbers whose corresponding
vectors sum to zero. This will happen, for example, if we foolishly choose b; less than
\/n_/Q, in which case all of the vectors are zero vectors, and we end up with a trivial

congruence.

Selection of B and b; :

(1) One method is to start with B consisiting of the first h primes (or the first h-1
primes together with p; = -1) and choose random b;’s until we find several whose
squares are B-numbers.

(2) Another method is to start by choosing some b;’s for which b? mod n (least positive
residue) is small in absolute value (for example, take b; close to /kn for small multi-
ples kn ; one another method for this we will describe in next section). Then choose
B to consist of a small set of small primes (and usually py = -1) so that several of

the b? mod n can be expressed in terms of the numbers in B.

Now if we choose the first method, then the question arise that, when can we be sure
that we have enough b; to find a sum ofa> which is the zero vector ¢ In other words,
given a collection of vectors in T, when can we be sure of being able to find a subset of
them which sums to be zero ? For this, it is enpogh to find out the collection of vectors
which are linearly dependent over the field Fy. According to the basic linear algebra
(which applies as well over the field Fy as over the real numbers), this is guaranteed
to occur as soon as we have h+1 vectors. Thus, at worst we will have to generate h+1
different B-numbers in order to find our first example of (I];b:;)* = (Hj p;-”)Q mod n.

It can also possible that we can get the linearly dependent vectors before h+1 vectors.

Note (4) : For more randomly chosen b;, because n is composite, we would expect
that b and ¢ would happen to be congruent (up to £1) modulo n at most 1/2 of the

time. This is because any square modulo n has 2" > 4 square roots if n has r different

1
2

being either b or -b. Thus, if we go through the above procedure for finding b and c

prime factors. Therefore a random square root of b* has only a 2/2" < % chance of

until we find a pair that gives us a nontrivial factor of n, we see that there is at most

a 27F probability that this will take more than k tries.

We now summarize a systematic method to factor a very large n using a random
choice of the b;.
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3.3.6 Factor base Algorithm

(1) Choose an integer y of intermediate size, for example, if n is a 50 decimal digit
integer, we might choose y to be a number with 5 or 6 decimal digits.

(2) Set B consists of -1 and all primes < .

(8) Choose a large number of random b; (close to \/kn for small integers k, like [\/kn),
NEkn]+1, ---), and try to express b mod n (least absolute residue) as a product of
the primes in B.

(4) From step (3), obtain a large quantity of B-numbers b? mod n (7 (y)+2 is enough,
where 7 (y) denotes the number of primes < y).

(5) Take the corresponding vectors in Fi (where h = 7 (y)+1) and by row reduction
determine a subset of the b; whose corresponding € sum to zero.

(6) Set b = [[,b; mod n and ¢ = ij;” mod n (as described before Note (3)). Then
v’ = ¢ mod n.

(7) If b = +c¢ mod n, repeat the process with a new random collection of B-numbers
(or, to be more efficient, choose different subset of rows in the matriz of s which
sum is zero, if necessary find a few more B-numbers and there corresponding rows).
(8) If b # ¢ mod n, compute gcd(b+c, n), which will be nontrivial factor of n.

Some examples :

Example 3.3.5. Suppose we have to factor n = 4633. Set B = {-1, 2,3,5}. Choose
by = [\/n] = 68, by = [\/nJ+1 = 69, bs = \/2n] = 96, etc. Then we see that 68,
69 and 96 are B-numbers because 68 = -9 mod 4633 which has corresponding vector
{1,0,0,0}; 69 = 128 mod 4633 which has corresponding vector {0,1,0,0}; and 96* =
-50 mod 4633 which has corresponding vector {1,1,0,0}. Since the sum of the these
three vectors is zero, we can take b = 6869-96 = 1031 mod 4633 and ¢ = 2*-3-5 =
240. So, we see that b # +c mod 4633. Therefore, we obtain ged(240+1031, 4633) =

41, a nontrivial factor.

Example 3.3.6. Let us factor n = 1829. Take b;’s = Nkn] and Nkn]+1 for k
= 1,2,---, such that b} mod n is a product of primes less than 20. For each b;, we
write b? mod n = Hj p;” and tabulate the ci;. After taking k =1,2,3,4, we have the

ollowing table, in which the number at the top of the 7" column is p; and the entry
j

Qg

in the iy, row beneath p; is the power of p; which occurs in b} mod n :
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b | -1 2]3|5|7|11]13
2l -] -]-11
40 - el -l1|-| -1 -
61| - | -|2|-|z1] -] -
ylt |- -|-]-|1]-
85| 1| | -|-|1] -] 1
86| - |4 -11]-] -1 -

We now look for a subset of rows whose entries sum to an even number in each
column. We see that 2" and 6" rows sum to the even row i.e. - 6 - 2 - - -, which
leads to the congruence (by-bg)? = (/25222 mod n = (43-86)*> = 40P mod 1829.
But 43.86 = 40 mod 1829, so here we find a trivial relationship. Thus we have to
look for another subset of rows which sum to a row of even numbers. We notice that
the sum of the first three rows and fifth row is 2 2 2 2 2 - 2, and this gives the
congruence (42-43-61-85)* = (2:3-57-13)* mod 1829, i.e., 1459 = 901> mod 1829.
Thus we conclude that a factor of 1829 is gcd(1459+901, 1829) = 59.

3.3.7 Running time analysis

We now give a very rough derivation of an estimate for the number of bit operations it
takes to find a factor of a very large n using the algorithm described above. We shall
use several simplyfying assumptions and approximations, and in any case the result
will only be a probabilistic estimate. If we are unlucky in our random choice of b;,

then the algorithm will take longer.

Before estimating the running time of the algorithm, we need following lemma’s,

we will describe only the idea of the proof of the lemma’s :

Lemma 3.3.7. Stirling formula : Forn € N,

. n! 1
limy—oo——o—-—=1 or nl =~ V2rn"T2e™"

V2nmnte "

or we can say log(n!) is approzimately nlogn-n.

Idea of the Proof : This can be proved by observing that log(n!) is the right-
endpoint Riemann sum (with endpoints at 1,2,3,--- ) for the definite integral flnlogxdx
=nlogn -n + 1. 0
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Lemma 3.3.8. Given a positive integer N and a positive number u, the total number
of nonnegative integer N-tuples a; such that Z;V:1 a; < u is the binomial coefficient
(%)

V)

Idea of the Proof : FEach N-tuple solution «; correspond to the following
choice of N integers f3; from among 1,2,--- [u]+N. Let 8, = a;+1, and for j > 1,
let 8,41 = Bj+aj1+1, ie., we choose the 3;’s so that there are a; numbers between
Bj—1 and B;. This gives a one to one correspondence between the number of solu-

tions and the number of ways of choosing N numbers from a set of [u]+N numbers.
0

Proposition 3.3.9. The probability that a random number less than x is a product of

primes less than y (where y is a number much less than z) will be -, where u denote

)
logx
logy*

the ratio

Proof : Let x be an r-bit integer and y is an s-bit integer, then u is approximately
the ratio of r/s. Now, let m(y) denote the number of prime numbers which are < y.
We know by “Prime Number Theorem” that 7(y) is approximately equal to y/log(y).
Now since y is much less than z, so, u is much smaller than y and 7 (y). In a typical
practical application of the algorithm, we might take y, u, x of approximately the
following sizes : ©~ 10% ; y &~ 10° ; so that u ~ 8 and 7(y) ~ 7-10* and log(y) ~ 14.
Let ¢ (z, y) denote the number of integers < x which are not divisible by any prime
greater than y, i.e., the number of integers which can be written as a product || i p?j
< z, where the product is over all primes < y and «; are non negative integers.

We can observe that there is one-to-one correspondence between m(y)-tuples of non-
negative integers a; for which [ i pjo-‘j < z and integers < x which are not divisible by
any prime greater than y. Thus, ¢(z,y) is equal to the number of integer solutions «;
to the inequality Zjiyl) ajlogp; < log(z) (by taking logarithm).

We can now observe that most of the p;’s have logarithms not too much less than
log(y) because most of the primes less than y have almost the same number of digits
as y; only relatively few have many fewer digits and hence a much smaller logarithm.
Thus we can replace logp; by log(y) in the previous inequality. After dividing both
sides of the resulting inequality by log(y) and replacing logz/log(y) by u, we can
say that ¢(z,y) is approximately equal to the number of solutions of the inequality
Y a; <

We now make another important simplification, replacing the number of variables

7(y) by y. This might appear at first to be a rather reckless modification of our prob-
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lem. And in fact, replacing 7(y) by y does introduce nontrivial terms; however , it
turns out that those terms cancel, and the net result is the same as one would get by
a much more careful approximations of ¥(z, y). Thus we can suppose that ¢ (z, y) is

roughly equal to the number of y-tuple nonnegative integer solutions to the inequality
y

Yoa; <u
j=1
Now using lemma 3.3.8 (with N = y), ¢(z, y) is approximately ([“]+y

y
timate log(m), which is the logarithm of the probability that a random integer

x

between 1 and z is a product of primes < y.

). We now es-

We know that log(z) = ulog(y), by definition of u. Now using the approximation for
¥(z,y) and lemma 3.3.7, we get :

log(¥22) & log(Lth) - ulogy & ([u]+y)log([u]+y)-([u]+y)-([u]log[u]-[u])-(ylogy-y)-
ulogy. We now make some further approximations. First, we replace [u] by u. Next,
we note that, because u is assumed to be much smaller than y, so, we can replace
log(u+y) by logy. After cancellation we obtain log(M) ~ -ulogu, i.e., @Y o g

O

The above proposition says that if 2 ~ 10%*® and y ~ 10° as above, then the proba-
bility that a random number between 1 and z is a product of primes < y is about 1

out of 8%,

Theorem 3.3.10. The overall complezity of the Fermat factor base algorithm is

O(eVream ) for some constant ¢, where n is an r-bit integer.

Proof : For analysing the running time of the algorithm, we estimate the number
of bit operations required to carry out the following steps :
(1) choose random numbers b; between 1 and n and express the least positive residue
of b? modulo n as a product of primes < y if it can be so expressed, continuing until
we have 7(y)+1 different b;’s for which b? mod n is written as such a product.
(2) Find a set of linearly dependent rows in the corresponding ((7(y)+1) X7 (y))-matrix
of zeroes and ones to obtain a congruence of the form b? = ¢ mod n.
(3) If b = +¢ mod n, repeat (1) and (2) with new b; until we obtain b? = ¢* mod
n with b # 4+c¢ mod n, at which point find a nontrivial factor of n by computing
ged(b+c, n).

Step (1) (Sieving): Assuming that the b? mod n (meaning least positive residue
of b? modulo n) are randomly distributed between 0 and 1, using proposition 3.3.9,

we expect that it will take approximately u® tries before we find a b; such that b?
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mod 7 is a product of primes <y, where u = logn/logy.

Choosing y — : We will decide later that how to choose y so as to minimize the
length of time.

* . If we choose y large enough then it would make u* small, and so we would
frequently encounter b; such that b? mod n is a product of primes < y. However in
this case the factorization of b? mod n into a product involving all of those primes -
which we would have to do 7(y)+1 times - and then the row reduction of the matrix
would all be very time consuming.

* . Conversely, if we choose y fairly small, then the latter tasks would be easy, but
it would take us a very long time to find out any b;’s for which b? mod n is divisible
only by primes < y, because in this case u* would be very large.

— : So y should be chosen in some intermediate range, as a compromise between
these two extremes.

— : In order to decide how y should be chosen, we first make a very rough estimate
in terms of y (and n, of course) of the number of bit operations. We then minimize

this with respect to y, and find our estimate with y chosen so that time is minimized.

Suppose n is an r-bit integer and y be an s-bit integer; then u is very close to r/s.

Now we can observe that to generate a random integer b; between 1 and n, takes a
fixed amount O(r) bit operations of time to generate a random bit. Next, computing
b? mod n takes O(r?) bit operations. We must then divide b? mod n successively by
all primes <y which divide it evenly (and by any power of the prime that divides it
evenly), and we hope that when we are done we will be left with 1. A simple way to
do this would be to divide successively by 2 and by all odd integers p from 3 to y,
recording as we go along what power of p divides b? mod n evenly. We can notice that
if p is not prime, then it will not divide evenly, since we will have already removed
from b? mod n all the factors of p. Since a division of an integer < r bits by an integer
of < s bits takes time O(rs). Thus we see that each test of a randomly chosen b; takes
O(rsy) bit operations.
To complete Step(l) requires testing approximately u*(mw(y)+1) values of b;, in order
to find 7(y)+1 values for which b? mod n is a product of primes < y. Since we know
by prime number theorem that 7(y) ~ y/logy = O(y/s). Hence Step (1) takes
O(u“ry?) bit operations.

Step (2) (finding a linearly dependent set) : The second step to row reduce

a matrix, assuming a size of approximately y?, can be done in at most O(y?) with
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Gaussian elimination, but there are faster methods available. We know that r is at
most log(n), combining the relations to get the desired squares can be done O(r"), so,
this step involves operations which are polynomial in y and r (such as matrix reduction
and finding b and ¢ modulo n). Thus, step (2) takes O(y’r") bit operations for some
integers j and h. Therefore, overall complexity at the end of the Step (2) is O(ury?
+ y7t").

Step (3) : We know (as discussed above in Note (4)) that each time we perform
steps (1)-(2) there is at least a 1/2 probability of success, i.e., of finding that b # ¢ mod
n. More precisely, the chance of success is 50% if n is divisible by only two distinct
primes, and is greater if n is divisible by more primes. Thus if we say that 1-279
probability of finding a non trivial factor of n, it suffices to go through the steps 50
times. Therefore taking this as good enough for all practical purposes, we have overall
complexity : O(50(utry? + y’1")) = O(rhuty?) = O(ruve*) = O(r"(x/s)"/*ek?), for

suitable integers h and k.

We now find y and equivalently s, for which this estimate is minimal. Since r, the
number of bits in n, is fixed, this means, we have to minimize (r/s)"/*e** with respect

to s, or equivalently, minimize its log, which is ZlogZ + ks. Thus, we set :

r r r roor
0= —(—logg + ks) = —S—Q(log; +1)+k~ —8—2109; +k

From the above equation we can observe that we have to choose s such a way that ks
~ log’ or in other words (r/s)"/* ~ e**. Because k is a constant, it follows from the
above approximate inequality that s? has the same order of magnitude as rlog(r/s) =
r(logr-logs), which means that s has order of magnitude between /r and v/rlogr. But
this means that logs is approximately %logr, and so, making this substitution logs ~

%logr. We transform this in above approximate inequality and we get :

—2L§logr +k or s~ /ilogr

With this value of s, we now estimate the total time. Since (r/s)™/* =~ e**, So, overall
complexity of the algorithm simplifies to O(e?**) = O(emw). Thus replacing the
constant v/2k by C, we finally obtain O(ecw) bit operations required to factor an r-
bit integer n. U

0

Q
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In the above theorem, the argument was very rough. We did not attempt to justify
our simplifications or bound the error in our approximate inequalities. In addition,

both our algorithm and our estimate of its running time are probabilistic.

3.4 The continued fraction method

In the last section, we saw that the factor base method of finding a nontrivial factor
of a large composite integer n works best if one has a good method of finding integers
b between 1 and n such that the least absolute residue b? mod n is a product of
small primes. This is most likely occur if the absolute value of b? mod n is small. In
this section, we describe a method for finding many b such that [b? mod n| < 2y/n.
This method uses “continued fractions”, so, we shall start with a brief introduction
to the continued fraction representation of a real number. We will describe only those

features which will be needed here.

3.4.1 Continued fractions

Given a real number z, we construct its continued fraction expansion as follows :

(1) Let ag = [] ; where [2] denote the greatest integer not greater than z and set z
= T-

2) let a; = [z—lo] and set 7; = m—lo - ay

(

(3) fori > 1, let a; = [L], and set 1; = -1 - a;
Ti—1 Ti—1

(

4) when % is an integer, then we find z; = 0, and the process stops.
i—1

It is not hard to see that the process terminates if and only if z is rational (because
in that case the z; are rational numbers with decreasing denominators) or we can say
that a; become a repeating sequence if and only if z is a quadratic irrationality, i.e., of
the form z;+12v/n with z; and 1, rational and n not a perfect square. This is known

as Lagrange’s theorem.

Notation : Because of the construction of the ag, a, - - -, a;, for each i we can write
1
T = ag+ I E—
3] T
a2+"'%‘+%‘
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which is usually written in a more compact notation as follows :

1 1 1 1
a1+ as+ CL3+ a; + T;

T=ag+

Suppose z is an irrational real number. If we carry out the above expansion to the i
term and then delete z;, we obtain a rational number b, /c;, called the i'" convergent
of the continued fraction for z :

b; 1 1 1 1 1

Ci a1+ as+ as+ a;_1+ a;

Proposition 3.4.1. In the above notation, we have :
bo _ ag. bt _ agar+l . by _ aibi—1+bio .
(G,) Cg o 10’ Ci B Oa11 T aici—1+ci—2 fO?”Z > 2.
(b) The fractions on the right in part (a) are in lowest terms, i.e., if b; = a;b;_1 +b;_o
and ¢; = a;¢;i_1 + ¢;_a, then gcd(b;, ¢;) = 1.

(C) biCi,1 - bi,lcl- = (-Z)i_l fOT’iZ 1.

Proof : (a) For proving this part, we define the sequences {b;} and {c¢;} by the
relations in (a) and prove by induction that b;/c; is the i" convergent. We will prove
this without assuming that the a; are integers, i.e., we will prove that for any real
numbers a; the ratio b;/c; with b; and ¢; defined by the formulas in (a) is equal to
ag+ ... a% It is trivial to check the beginning of the induction (i = 0,1,2). We
now suppose that the claim is true through the i** convergent, and we prove the claim
for the (i+1)" convergent. Note that we obtain the (i+1)" convergent by replacing
a; by a;+1/a;41 in the formula that expresses the numerator and denominator of the

i'" convergent in terms of the (i-1)"* and (i-2)"". That is, the (i+1)" convergent is :

(a; + Flﬁ)bi—l + bia . air1(aibin + bi—a) + biq _ Qip1b by

1
(a; + E)Ci—l + o @ip1(@icio1 +cisa) FCis1 @G+ Cia

by the induction assumption. This completes the induction and proves part (a).

(b) This part follows from part (c), because any common divisor of b; and ¢; must
divide (1), which is +1.

(c) We will prove this part by induction. Let the inequality of this part hold for i.

Now similar to part (a), we will show this for i+1.

bis1Ci—biciyr = (@ipabi+bi1)c;—bi(aipicitciny) = bioici—biciy = —(=1)""" = (=1)'
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This completes the proof of the proposition. O

Note (1) : If we divide the equation in the last part of the above proposition by

bi_1 i (_1)1'—1
Ci—1 CiCi—1

c;ici—1, we find that % — . Since ¢; form a strictly increasing sequence
of positive integers, this inequality shows the sequence of convergents behaves like an
alternating series, i.e., it oscillates back and forth with shrinking amplitude; thus, the

sequence of convergents converges to a limit.

Note (2) : The limit of the convergents is the number = which was expanded in the
first place. To see that, we can notice that z can be obtained by forming the (i+1)%
convergent with a;; replaced by i/z;. Thus using part (a) of the above proposition
(with i replaced by i+1 and a;;; replaced by 1/z;), we have

Z— +bio1 b+ 3b;

xTr = - =
% +cq ¢ + ;i
g

and this is strictly between b;_1/c;_1 and b;/c;. To see this, we can consider the two
vectors u = (b, ¢;) and v = (b;_1, ¢;_1) in the plane, both in the same quadrant; and
we can observe that the slope of the vector u+uz;v is intermediate between the slopes

of u and v. Thus, the sequence b;/c; oscillates around z and converges to z.

Example 3.4.2. Let we have to expand \/3 as a continued fraction, So, using the

procedure which is discussed in starting of the continued fraction, we obtain :

3=l4-——

1+ 2+ 1+ 2+ 1+2+

At this point we might conjecture that a;’s alternate between 1 and 2. To prove this,
let = equal to the infinite continued fraction on the right with alternating 1’s and 2’s.
Then clearly, © = 1—/—m, as we see by replacing x on the right by its definition as
a continued fraction. Simplifying the rational expression on the right and multiplying

both sides of the equation by (2+1) gives : 2z41> = 342z, i.e., z = \/3.

Proposition 3.4.3. Let x > 1 be a real number whose continued fraction expansion

has convergents b;/c;. Then for all i : |b? - 22| < 2x.

Proof : Since x is between b;/c; and bi11/civ1, and since the absolute value of

the difference between these succesive convergents is C,;ﬂ (by Note (1)), so |x—%

<
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, we have

CiCit1
b; b;
b7 — el =il — —[lz+ —| < f ——(z+ (2 4+ ——))
Ci Ci CiCit+1 CiCit+1
Hence,
2 — 22 — 2w < 2a(— 1+ —— 4+ —— ) < 2(—1+ — 4 — < 2(—1+ )=
Ciy1  2mCi Ci+1  Cit1 Ci+1
This proves the proposition. U

Proposition 3.4.4. Let n be a positive integer which is not a perfect square. Let b; /c;
be the convergents in the continued fraction expansion of \/n. Then the residue of b?

modulo n which is smallest in absolute value (i.e., between -n/2 and n/2) is less than

Proof : Write b? = b? - nc? mod n. Now taking x = \/n in the proposition 3.4.3,
we get the result. O

3.4.2 Idea of the continued fraction factoring method

Proposition 3.4.4 is the key to the continued fraction algorithm. It says that we can
find a sequence of b;’s whose squares have small residues by taking the numerators of
the convergents in the continued fraction expansion of /n. We can observe here that
we do not have to find the actual convergent, only numerator b; is needed, and that
1s needed only modulo n. Thus the fact that the numerator and denominator of the
convergents soon become very large does not worry us. We never need to work with

integers larger than n* (when we multiply integers modulo n).

3.4.3 Continued fraction factoring algorithm

Let n be the integer to be factored. All computations below in the algorithm will be
done modulo n, i.e., products and sums of integers will be reduced modulo n to their
least nonnegative residue (or least absolute residue). The algorithm :

(1) Set by =1, by = a9 = [\/n], and 19 = \/n - ag.

(2) Compute b2 mod n.

(8) Set a; = [1/x;1] and then x; = 1/x;_1 - a; for i = 1,2,--+ succesively.

(4) Set b; = a;b;—1+b;_o (reduced modulo n).

(5) Compute b? mod n.
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(6) In step (5), after doing for several i, look at the numbers which factor in to +a
product of small primes.

(7) Take factor base B which consists -1 and the primes which occur in more than one
of the b? mod n (or which occur to an even power in just one b? mod n).

(8) List all of the numbers b7 mod n which are B-numbers, along with the corresponding
vectors € of zeroes and ones.

(9) If possible, find a subset whose vectors sum to zero.

(10) Set b = [],;b; mod n (working modulo n and taking the product over the subset
for which 3., € = 0) and ¢ = [1; p;/ mod n (where p; are the elements of B (except
for -1) and v; = 33, ;)

(11) If b # +c mod n, then gcd(b+c, n) is a nontrivial factor of n.

(12) If b = £c¢ mod n, then look for another subset of i such that ), e = 0. If it is
not possible to find another subset of i such that ), o = 0, then continue computing

more a;, b;, and b} mod n, enlarging factor base B if necessary.

Remark 3.4.5. For computing ¢ = Hj p}j, it is efficient if for each B-number b?
mod n, we record the vector o = {--+,yj,- - }; rather than ?2, which s stmply o

reduced modulo 2.

Example 3.4.6. Suppose we have to factor 17873. We start with the following table

i 0| 1] 2] 3 y 5

a; 133 1| 2| 4 2 3

b 188 | 134 | 401| 1738 | 3877 | 13369
B modn | -184 | 83 | -56 | 107 | -64 | 161

If we set B ={-1,2,7,23}, we have B-numbers when i = 0,2,4,5; the corresponding
vectors o are respectively {1,3,0,1}, {1,3,1,0}, {1,6,0,0} and {0,0,1,1}. The sum
of the first, second and forth of these four vectors is zero modulo 2. However, if we
compute b = 133-401-13369 = 1288 mod 17873 and ¢ = 23-7-23 = 1288, we find that
b= ¢ mod 17873. Thus, we must continue to look for more B-numbers with vectors
that sum to zero modulo 2. Continuing the table, we have :

i 6 7 8

a; 1 2 1

b; 17246 | 12115 | 11488
v modn | -77 | 149 | -88

29



If we enlarge B to include the prime 11, i.e., B = {-1,2,7,11,23}, then for i =
0,2,4,5,6,8 we obtain B-numbers with vectors o, as follows : {1,5,0,0,1}, {1,5,1,0,0%,
{1,6,0,0,0}, {0,0,1,0,1}, {1,0,1,1,0}, {1,3,0,1,0}. We now note that the sum of the
second, third, fifth and sixth of these siz vectors is zero modulo 2. This leads to b =
7272, ¢ = 4928, and we finally find a nontrivial factor gcd(7272+4928, 17873) = 61.
Thus we obtain : 17873 = 61-295.

3.4.4 Running time of the algorithm

In this algorithm, we are doing all the steps similar to Fermat factor base method
except the way of choosing random number b;. Therefore similar to Fermat factor
base, we can see that the overall complexity of this algorithm is O(eV™'°9) for some

constant ¢, where n is an r-bit integer.

3.5 The Quadratic Sieve Method

The quadratic Steve method for factoring large integers, developed by Pomerance in
the early 1980°s, for a long time was more successful than any other method of fac-
toring integers n of general type which have no prime factor of order of magnitude

significantly less than \/n.

3.5.1 Idea of the algorithm

This algorithm is a variant of the factor base approach which is discussed in section
3.3. In this method, we choose our factor base B, the set of all primes p < P (where
P is some bound to be chosen in some optimal way) such that n is a quadratic residue
mod p, i.e., (% =1 for p odd, and p = 2 is always included in B. The set of integers
S in which we look for B-numbers (Recall : a B-number is an integer divisible only
by primes in B) will be the same set that we used in Fermat factorization (see section

3.3), namely :

S = {2~ nllval + 1<t < [V + A}

for some suitably chosen bound A.

The main idea of the method is that, instead of taking each s € S one by one
and dwiding it by the primes p € B to see if it is a B-number, we take each p €

B one by one and examine divisibility by p (and powers of p) simultaneously for all
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of the s € 5. The word “Sieve” refers to this idea. Here we can recall the “Sieve of
Eratosthenes”, which one can use to make a list of all primes p < A. For example, to
list the primes < 1000 one takes the list of all integers < 1000 and then for each p =
2,3,5,7,11,13,17,19,23,29,31 = [/1000/, one discards all multiples of p greater than
p, one “lets them fall through a Sieve which has holes spaced a distance p apart”, after

which the numbers that remain are the primes.

3.5.2 Algorithm

Suppose we have an odd composite integer n. Then this method for factoring n follows

(1) Choose bounds P and A, both of order of magnitude roughly eViegnloglogn — Generally,
A should be larger than P, but not larger than a fairly small power of P, e.g., P <
A < P?. (The function exp(/Tognloglogn), which is denoted by L(n), has order of
magnitude intermediate between polynomial in logn and polynomial in n. If n ~ 1(P,
then L(n) = 400.)

(2) For t = [\/n]+1, [(/n]+2, ---, \/n]+A, make a column listing the integers *-n.
(3) For each odd prime p < P, first check that (%) = 1; if not, then throw that p out
of the factor base.

(4) Assuing that p is an odd prime such that n is a quadratic residue mod p (we will
take the case p = 2 separately), solve the equation 2 = n (mod p°) for B = 1,2,---.
Take increasing values of B until find that there is no solution t which is congruent
modulo p® to any integer in the range [\/nJ+1 < t < [\/n]+A. Let B be the largest
integer such that there is some t in the range for which ¢ = n (mod p°). Let t; and
ty be two solutions of ? = n (mod p°) with t, = - t; (mod p°) (4, and ty are not
necessarily in the range from [\/n]+1 to [\/n]+A).

(5) Still with the same value of p, run down the list of £ - n from step 2. In a column
under p put a 1 next to all values of t*-n for which t differs from t; by a multiple of p,
change the 1 to 2 next to all values of t2-n for which t differs from t; by a multiple of
p*, and so on until p®. Then do the same with t, replaced by t,. The largest integer
that appears in this column will be 3.

(6) In step (5), as we go through the procedure, each time we put down 1 or change 1
to 2, 2 to 3, etc., divide the corresponding t* - n by p and keep a record of what’s left.
(7) In the column p = 2, if n # 1 mod 8, then simply put a 1 next to the £ - n fot t
odd and divide the corresponding 2-n by 2. If n = 1 mod 8, then solve the equation
2 =n (mod 2°) and proceed exactly as in the case of odd p (except that there will be
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4 different solutions, ti, t, t3, t, modulo 2° if B > 3).

(8) When we finish with all primes < P, throw out all of the *-n except for those
which have become 1 after division by all the powers of p < P.

(9) Now we have a table in which the column labeled b; will have the values of t, [\/n]+1
< t < [\/n]+A, for which -n is a B-number, and the other columns correspond to
all values of p < P for which n is a quadratic residue.

(10) The rest of the procedure is the same as in the Fermat factor base algorithm from

step (5).

Example 3.5.1. Suppose we have to factor n = 1042387. Take the bounds P =
50 and A = 500. Here [\/n] = 1020. Our factor base consists of the 8 primes
{2,8,11,17,19,23,43,47} for which 1042387 is a quadratic residue. Since n # 1 (mod
8), the column corresponding to p = 2 alternates between 1 and 0, with a 1 beside all
odd t, 1021 < t < 1520.

We now describe in detail how to form the column under p = 3. We want a solution
b =to+t13+toP +hsP + - +hps -3 to B = 1042587 (mod 5° ), where
t1; € {0,1,2} (for the other solution we can take 3° - t;). We can obviously take t o
= 1 (since solution of 1§, = 1042387 (mod 3) is t1o = 1 (or for all the numbers
1042387 is a quadratic residue) and for each of our 8 primes the first step - solving 3
= 1042387(mod p) - can be done quickly by trial). Next, we work modulo 9 : (1+3t 1 )
= 1042387 = 7 (mod 9), i.e., 6ty1 = 6 (mod 9), i.e., 21 = 2 (mod 3), so t,1 = 1.
Next modulo 27 : (1+3+9t 2 )* = 1042387 = 25 (mod 27), i.e., 16+18t; 5 = 25 (mod
27), i.e., 219 = 1(mod 3), t12 = 2. Then modulo 81 : (1+3+18+27t3)* = 1042587
= 79 (mod 81), which leads to t;3 = 0. Continuing until 57, we find the solution :
(210211)3 (mod 37), and ty = (2012012)5 (mod 37). However there is no t between
1021 and 1520 which is = t, or t, modulo 3. Thus, we have 8 = 6, and we can take
t = (210211)3 = 589 = 1318 (mod &) and t, = 3 - t; = 140 = 1112 (mod ) (note
that there is no number in the range from 1021 to 1520 which is = ty (mod 5°)).

We now construct our “Sieve” for the prime 3 as follows. Starting from 1318, we
take jumps of 3 down until we reach 1021 and up until we reach 1519, each time
putting a 1 in the column, dividing the corresponding t*-n by 3, and recording the
result of the division. (Actually, for t odd, the number we divide by 3 is half of t*-n,
since we already divided t*-n by 2 when we formed the column of alternating 0’s and

1’s under 2.) Now, we do the same with jumps of 9, each time changing the 1 to 2
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in the column under 3, dividing the quotient of -n by another 3, and recording the
result. We go through the analogous procedure with jumps of 27, 81, 243 and 729
(there is no jump possible for 729 - we merely change the 5 to 6 next to 1318 and
divide the quotient of 1318*-1042387 by another 3). Finally, we go through the same
steps with t, = 1112 instead of t; = 1318, this time stopping with jumps of 243.

After going through this procedure for the remaining 6 primes in our factor base,
we have a 500X 8 array of exponents, each row corresponding to a value of t between
1021 and 1520. Now we throw out all rows for which t>-n is a B-number. After throw

out, we are left with the following table (blank spaces denote zero exponents) :

t £2-n 21 8| 11| 17| 19| 28| 43| 47
1021 o4 118 -1 -1 -1-1-1-
1027 12342 | 1|1 2 | 1| - | - | - | -
1030 | 18513 |- |2 2 | 1| - | - | - | -
1061 83334 |1|1| - | 1| 1| -|1]| -
1112 194157 | - |6 - | 1| - | - | - | 1
1129 | 2532254 | 1|83 1| 1| -1|1)| - | -
1148 | 275517 | - | 2| 3| - | - | 1| - | -
1175 838238 |12 - | - | 1 | 1| 1| -
1217 488702 1|1 1| 2| - | 1| - | -
1890 | 889718 | - | 2| 2| - | 1| - | 1| -
1520 | 1268013 | - | 1 11 -12)|-]1

Now we look for relations modulo 2 between the rows of the matriz. That is,
moving down from the first row, we look for a subset of the rows which sums to an
even number in each column. The first such subset we find here is the first three rows,
the sum of which is twice the row 1 3 2 1 - - - - . Thus, we obtain the congruence
(1021-1027-1030)* = (2-53-112-17)* (mod 1042387). But in this case we get only trivial
factorization because the two numbers being squared in the above congruence are both
111078 (mod 1042387). So, finally, when we are about to give up - we start over again
with a larger A - we notice that the last row (corresponding to our last value of t) is
dependent on the earlier rows. More precisely, it is equal modulo 2 to the fifth row.
This gives us (1112-1520)* - (-17-25-47)* (mod 1042387), i.e., 647855 = 496179
(mod 1042387), and we obtain the nontrivial factor ged(647853-496179, 1042387) =
1487.
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3.5.3 Running time Analysis

There are two major steps that the running time s effected by :

(1) Searching for squares with residues that are B-smooth modulo n.

(2) Finding a linear dependent set.

Running time of both steps, we have discussed in Fermat factor base method, takes

approzimately O(e“V9" ) where n is an r-bit integer and C is constant.

3.6 The Number Field Sieve

There are two types of number field Sieve algorithm - special number field Sieve (SNFS)
and general number field Sieve (GNFS), which have the smallest time complexity com-
pared to all other factoring algorithms. The SNFS works on a special type of com-
posites, namely integers of the form : 1°-s, for small integers r,s and integer e and
the GNFS works on all types of composites. The difference between SNF'S and GNFS
1s in the polynomial selection part of the algorithm, where the special numbers which
SNFES can be applied to make a special class of polynomials especially attractive and
the work in the square root step is also more complex for the GNFS. We will describe

these algorithms briefly.

3.6.1 Special Number Field Sieve (SNFS)

Before we describe the special number field Sieve, we will go through some mathemat-

ical results that the special number field Sieve rely upon.

Let f(x) = 2%-t be an irreducible polynomial over Q, t € Z. Let o be such that f(a)
= 0. K = Q(«) is then an algebraic extension, a number field, and Zla] is a subring

of K.

Note : (1) The norm of an ideal I € Z|a], I # (0) is the positive integer # (Z]c]/I).
(2) From the above note, it follows that this is finite, and that the norm of an ideal is
equal to the norm of the element generating the ideal.

(8). An ideal I is prime ideal if for allxzy € [z € [U y € I

Definition 3.6.1. A first degree prime ideal is a prime ideal I with norm p, where p

18 prime.
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Let I be a first degree prime ideal of norm p, then it is possible to construct a ring
homomorphism
0:Za)/I — Z/pZL

a — ¢ modp

where ¢ is a root of f(x) in Z/pZ, equivalently f(c) = 0 (mod p)

The pair (p, ¢ mod p) corresponds to the first degree prime ideal I, in fact the first
degree prime ideals and the pairs (p, ¢ mod p) are in bijective correspondence with

each other. This follows from the two lemmas.

Lemma 3.6.2. Let p be a prime integer. If f(c) = 0 (mod p) = I = (p, c-a) is a

first degree prime ideal.

Proof : Let ¢ be a mapping defined as follows :
¢:Za)/1 — Z]pZ

a—c
z —> z (modp)

for o € Zla], z € Z and c € Z/pZ such that f(c) = 0 (mod p).

For proving lemma, it is enough to prove that ¢ is an isomorphism.

Firstly for ring homomorphism, let x,y € Zla]/I. Then we see that ¢(x + y) =
(+y)+1 = (z+1)+ (y+l) = ¢(x)+d(y) and d(xy) = zy+I = (z+)(y+]) =
o(x)p(y). So, we have ¢ is a ring homomorphism.

Now let y € Z/pZ, we want to find an x € Z[a]/I such that ¢(x) = y. We know that
1 € Z[a]/I and since ¢ is an homomorphism ¢(1) = 1. Then ¢(y) = ¢(1-y) = yo(1)
=y, so, x = y will do the job and hence, ¢ is on to.

Again let x € Z[a]/I but assume ¢(x)=0. Since x € Zla]/I, it is of the form ay +
ao + -+ + a,a" where a; € Z. If we then take an element v’ = a9 + a1¢ + -+ +
a, " € Zla]/I, add and subtract it from x, we get x = x - &’ + x’ = kyp+ky(c-«) for

ki, ky € Zla] is an element of I, and we can conclude that ¢ is one-one.

Lemma 3.6.3. Let p be a prime integer. If [ = (p, c-a) and I’ = (p, c’-a) = either
I# 1 (and ¢ # ¢’ (mod p)) or I= I’ (and ¢ = ¢’ (mod p)).

Proof : Consider (c-a)-(c’-a) = c-¢’ has two options, either c-¢’=0 or c-¢” # 0.

First case c-¢” = 0 gives ¢ = ¢’ and then of course I = I’ and ¢ = ¢’ (mod p).
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Second case c-¢”# 0 gives ¢ # ¢’. Then we can evaluate ged(c-c’, p). Since p is prime
this has to be equal to 1 or p.

First let ged(c-c¢’, p) = 1 and assume I = I'. Then p, c-a, ¢~ are all in the same
tdeal which also means 1 is in the ideal. This is a contradiction since I would then be
the whole ring. We can then conclude I # I’ and ¢ # ¢’ (mod p) when ¢ # ¢’ and
ged(e-¢’, p) = 1.

Now assume ged(c-c’, p) = p, then c-¢’ = (c-a)-(c-a) = kp, k € Z. This gives c-«
= c’-a+kp, and since c’-a+kp € I’, so, c-a. 1s also in I’ and I C I’. Equivalently c¢’-«
= c-a+kp, and since c-a+kp € I, ¢c’-a € T and I’ € I. We can then conclude that I =
I’ and ¢ = ¢’ (mod p) if c-¢’ # 0 and ged (c-¢’, p) = p.

From the above two lemma’s, it is clear that the pairs (p, ¢ mod p) are in bijective

correspondence with the first degree prime ideals I, and I is generated by the elements

(p, c-a).

We can also use the map ¢ to check whether a given element in Z|a] is contained

in a first degree prime ideal I = (p,c — «). This is because

d—1 d—1
Zaiai €l = Z a;c’ = 0(modp) (3.1)
=0 i=0

It should now be clear that an element 11, = Zfz_olaici, a; € 7 of Zla] generates a

first degree prime ideal corresponding to a pair (p, ¢ mod p) if and only if N(I1,) =
+p and Z?;Olaici = (0 mod p.

e For describing the factorization of a+ba in Zla], we have the following lemma :

Lemma 3.6.4. Let a,b € Z, gcd(a, b) = 1. Then all prime ideals P that occur in

a+ba are the first degree prime ideals.

Proof : Assume that P occurs in a+ba, and let P be the kernel of a ring homo-
morphism ¢ : Zla) — T, where F is a finite field and suppose that the characteristic
of F is p, such that the field Fp is a subfield of FF.

Since (a+ba) € P = ¢ (a+ba) = 0 which again gives 1 (a) = - (b)) ().
Now it is easy to see that since both a, b € Z = (a) € F, and ¢ (b) € F,,.
Suppose that 1 (b) = 0, that means ¥(a) = 0 also, which means p|la and p|b, this
implies that p|ged(a, b), which is a contradiction since ged(a, b) = 1. So, 1 (b) # 0.
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We can conclude that the element (a) = _nggl) € F,.

This shows that the ring homomorphism 1 maps all elements from Z[a] to F,, and p

1s the kernel of ¢ which is by definition means it is a first degree prime ideal.

3.6.2 SNFS Algorithm :

Input : Composite number n = 1° - s, which is not a power of a prime.

Output : a nontrivial factor p of n.

Step (1) : (Polynomial Selection) : Find an irreducible polynomial f(x) over Q with
root m, i.e. f(m)= 0 (mod n), where f(z) € Z|z].

Method : Decide the degree d of the polynomial, let k be the least positive integer such
that kd > e. Then let t = s-7*4=¢. Now f(x) = 2% - t, and m = 1* satisfies f(m) = 0
(mod n).

Step (2) : Find an element o such that f(a) = 0 and set up an homomorphism ¢ :

¢: 2o — Z/nZ

a — m (modn)

Step (3) : (Factor base) Choose the factor bound By such that the factor base B
consists of primes less than By. Now, decide a second bound By such that the factor
base B consists of the primes less than By that together with an integer ¢ correspond
to a first degree ideal in Z[a] as proved by lemma 3.6.2 and lemma 3.6.3.

{ Fxplanation : The factor base consists of three parts, the first part is all the prime
numbers up to some limit. The second and third part of the factor base is to consist of
generators for all the first degree prime ideals that have norm less than some chosen
bound, and a set of generators for the group of units of Zla]. Since the subring Z[a] is
assumed to be a principal ideal domain we know there exists a generator for all ideals
in Z]a].

The first part of the factor base is practically the same as the factor base quadratic

Sieve uses, set a bound By and we want to find By - smooth integers (a+bm).

(a+bm) = Hp]p]

p]SBl

where €(p;) € Zsq is the corresponding exponent of each p; < Bj.

The second and third part works just as the first part in Zlal, it factorizes in the
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extension. It does this by means of the first degree prime ideals that occur in the ideal
generated by the element. Call the set of the generators for the first degree prime
ideals of norm < By, G, and the set of generators for the units U. Then we will look

for elements that factors by G and U, that is elements of the form :

a+ba = H ,U/Z(“i) H gie(gi)

u; €U g¢€G

For generators of the first degree ideal, firstly choose some bound Bs and then the
generators will be presented with the corresponding pairs (p, ¢ mod p), where f(c) = 0
(mod p). And as we have already shown after the lemma 3.6.3 that an element I1,, =
Z?;ol aal, a; € 7 of Zla] generates a first degree prime ideal corresponding to a pair
(p, ¢ mod p) if and only if N(1I,) = £p and Zf:_laici = 0 mod p. Thus we find pair
(p, ¢ mod p) and corresponding generator of the first degree prime ideal. }

Step (4) : (Sieving) In the sieving step, we want to find integers of the form a+bm
and a+ba, a,b € Z, o and m roots of fin Zla] and Z/nZ. The pairs (a, b) which we
want in this step, need to satisfy three conditions to be smooth.

(1) ged(a, b) = 1

(II) |a+bm)| is By-smooth.

(III) a+ba is By-smooth.

The second condition ensures that (a+bm) is By-smooth in the same way as the factor
base in quadratic Sieve does.

The first and third condition will give us elements that has only generators of first
degree prime ideals with norm less than By as factors (and perhaps a unit). In the
same way as we search for smooth integers, we search for smooth elements, that is
completely factored by U and G.

Condition one ensures that all ideals containing a+ba are first degree prime ideals, as
proved by lemma 3.6.4.

We do not have to use the generators of each first degree prime ideal to check if the
elements is By-smooth. The idea is as follows, due to equation (3.1) we know exactly
when a+ba is contained in the first degree prime ideal corresponding to (p, ¢ (mod
p)). Since the extension is assumed to be a principal ideal domain and since the norm
is multiplicative this implies that the prime ideal factorization of {a+ba) corresponds
to the factorization of the norm of (a+ba). That is each first degree prime ideal that

is a factor of (a+ba) corresponds to a factor of the norm. So, one can simply check
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the factorization of the norm N(a+ba) = a®-t(-b)? to see if the element a+ba factors
in the factor base. This means that second and third part of our factor base (U and G)
will during the sieving be replaced by all primes less than a limit By that together with
an integer ¢ have a corresponding first degree prime ideal in Z. This means in the
context of condition 3 that an element a+ba is By-smooth if the norm N(a+ba) only

has prime factors (norm of generators or p corresponding to (p, ¢ mod p)) less than Bs.

The purpose of the sieving step is to collect as many relations or pairs (a,b) as possible

(at least one larger than the elements in all the bases combined).

Step (5) (Linear Algebra) Once enough relations have been found it is straight for-
ward to put the exponent vectors in to a matriz (modulo 2) and start row reducing to
find a zero row, that is a linear dependent set of vectors.

Step (6) (Square roots) When all the problems with finding the factor base and, the
right combination of relations during the sieving and linear algebra step has been over-
come one is left with a set S with the relations that combined are squares both in 7
and Zla].

ZE2 = H (aﬁ—bzm) Sy
(a,b)es

y? = H (a; + b;ar) € Z]a
(a,b)eS
The square root of x s straight forward to compute. We know all exponents of each
relation in the product and it is therefore not even necessary to compute x*. We just
use the prime factorization and compute x straight away.
As for the product of the elements in the number field it is much the same thing.
We represent each relation a+ba € S by it factors in G and U. This leaves us with
a factorization where each first degree prime ideal is represented an even number of

times. The square root can be represented as

Y= H u%e(ui) H 13e,)

u, €U Iy,eG

Since a+bm and a+ba have the same image under ¢ in Z/nZ, so, applying ¢ gives

two integers, that squared are congruent modulo n.

7? = ¢(2?) = ¢(2)? = H o(a; +bm) = H P(a; + bia) = (y)* (mod n)

(a,b)es (a,b)eS
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Then find gced(o(x) £ ¢(y), n), hopefully gives a nontrivial factor of n. Otherwise
choose a different set of linear dependent vectors or increase bound By, By for find

out more smooth pairs (a, b).

Note : (1) In choosing factor base, instead of two factor bases, there is a prac-
tical way to let B and B" be equal (remember to check that the p’s have corresponding
first degree prime ideals). In this way it is enough to check if |(a+bm)N(a+ba)| is
factored by the factor base. This does not change the algorithm, as one can freely
choose the primes to put in the factor base.

(2) The technique described in the Step (4) using the norm a+bc to check for smooth-
ness is not bulletproof. The problem s that for each p there can be several correspond-
ing c¢’s. Still there is one first degree prime ideal for each pair (p, ¢ (mod p)) but the
norm does not distinguish between the different ideals as they have the same norm p.
As an example of this consider the polynomial f = 2*+1 (o = 1), now the prime p =
13 has two corresponding c’s, that is the pairs (13, 5 (mod 13)), (13, 8 (mod 13)).
Consider the relations (a, b) : (2, 3), (3, 2)

N(2+3i) =13

N(3+2i) =13

Multiplying the norm of these together gives a square 13-13 = 169 but the element
(2+31)(3+2i) we get by multiplying the generators for the first degree prime ideals is
not a square in Zla].

The reason for this is of course that the relation (2, 8) with the factor 13 correspond
to the pair (13, 8 (mod 13)), but the relation (3, 2) with the factor 13 correspond to
the pair (13, 5 (mod 13)) (Here both elements are generators for two different first
degree prime ideals of norm 13). This means no square of an element when they are
multiplied together, and we can’t use these relations alone together.

The easiest way to get around this is of course to not use the primes that have several
corresponding c’s in the factor base.

(8) Here we will describe a sieving technique to perform the sieving in practice. This
technique uses two separate sieves, and combines their results to use the relations
which both sieves find it likely to be smooth.

First decide what range of a’s to search from, [amin, Gmaz] and a start value for b, in

practice there is no real need for a marimum b value as one can just continue until
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the desired number of relations is achieved.

Start the first Sieve by fixing the value of b, and search for a values that are -bm (mod
p), for all p’s in factor base B’. This gives us a’s that have a reasonable chance of
being Bi-smooth.

In practice one will have an array with Gmae-Gmin+1 columns for each b, and every
time a number a is -bm (mod p) one adds log(p) to the a’s place in the array. Then
after sieving through all p’s, the a’s that have a value on its place in the array that
are close to log(a+bm) will be the most likely candidate to be By-smooth.

In the second Sieve, fix the value for b again and start looking for a values that are
-be (mod p), this is to find the pairs (a, b) in which first degree prime ideals occur
in the ideal generated by a+ba. And a+ba is contained in an ideal if and only if a
= -bc (mod p). In the same way as the first Sieve one would arrange an array and
add log(p) to a’s location every time it is -bc (mod p), and when we are finished the
locations that have a value close to logN(a+ba) are the most likely candidates to be
Bs-smooth.

After the two sieving parts are done combine the candidates that both Sieves find it
likely to be smooth, check them for gcd and do trial division to find the integers that
are completely factored by the factor bases. If after the first Sieve, the number of
relations that most likely are Bi-smooth aren’t that high it can be preferable to just
use trial division to check if they also are Bs-smooth, but in a realistic scenario that
number will be considerable so it will be more efficient to apply the second Sieve right

away. The two Sieves can then be executed simultaneously.

Example 3.6.5. Suppose we have to factor n = 260101 = 510P+1. We will factor
this n stepwise :

Step (1) and (2) : we chose the polynomial to have degree 2, that is d = 2. n has r =
510, e = 2, s = -1 which gives the values k = 1, t = -1, f(x) = 2* + 1, and m = 510.
A root a of f(x) is then the complex number v/—1 = i, the number field K is Q[i],
where the subring Z[i] is the ring of integers of Q[i]. Notice Z[i] is in fact a principal
ideal domain. The norm of an element a+bi € Z[i] is the positive integer a®> + b>.

We set up the homomorphism ¢

¢ : ZJi] — 7./2601017Z
1 — 510

Step (3) : Now chose the limit By = 40, so the rational factor base B = {28 5,7,
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11, 18, 17, 19, 23, 29, 81, 87}
For the ideals we chose the first degree prime ideals with norm less than By = 55, so

the algebraic factor base :

(p, ¢ mod p) | Generator | (p, ¢ mod p) | Generator
(2, 1 mod 2) (1+1) (29, 12 mod 29) (5+2i)
(5, 2 mod 5) (1+2i) (37, 6 mod 37) (1+6i)
(13, 5 mod 13) (8+2i) (41, 9 mod 41) (5+41)
(17, 4 mod 17) (1+41) (53, 28 mod 53) (7+2i)
The units of Z[i] are the set {i, -i, 1, -1}, a generator for this set is i.
Step (4) : Now, we Sieved with the values as follows, -amin = Gmar = 200, and b = 1
up to b = 54, when we had a total of 23 smooth pairs (a, b), which is just enough to
be sure a square as the number of primes in the factor base B is 12, G has 8 elements
and U has 2.
Step (5) : After doing linear algebra step, the smooth pairs of (a, b) we ended up with
are : S ={(34, 19), (-70, 1), (-4, 1), (-2, 5), (3, 1), (-5, 7), (3, 2), (-59, 2), (-102,

or

After doing Gaussian elimination on the exponent vectors, the following set S of pairs

where found to be square when multiplied together :

(a, b) a+bm |  factors | N(a+bi) | factors | ideal factorization
(34, 19) | 9724 | 2111317 1517 | 3741 | (-1)(i)(1+6i)(5+43)
(70, 1) | 440 | B511 | 4901 | 129 | (i)(3+2iP (5+2i)

(-4, 1) | 506 | 21123 17 17 (i)(1+4i)

(-2, 5) | 2548 | 2113 29 29 (i)(5+2i)

(3, 1) 513 .19 10 25 | (-1)(i)(145)(1+2i)
(-5,7) | 3565 | 52331 7 2. 87 (144)(1+6i)
(3,2) | 1023 | 311-31 13 13 (3+2i)
(-59,2) | 961 312 3485 | 51741 | (1+2i)(144)(5+4i)

(<102, 23) | 11628 | 221719 | 10933 | 132P | (i)(3+2i)(542i)
Step(6) : This set S gives the two products in Z and Zla] for (a;, b;) € S :

9
H(ai—i—bim) = (2°.3%.5-7-11%-13-17-19-23-31%)% = 115326340391581443052222694400

=1
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[ (@ + bia) = (=1 +i)(1 + 20)(3 + 20)° (1 + 43) (5 + 26)*(1 + 6) (5 + 4i)*)?

=1

= (12028960768 — 3462360467417)

Or
9
H(ai + bim) = 115326340391581443052222694400 = (339597320942880)2

=1
9
[T (ai + bia) = (12028960768 — 346236046747) = (—156017 + 110961i)?

=1

Applying ¢ upon both squares will give us a square relation in Z/nZ :
$(339597320942880)* = (339597320942880) (mod 260101))* = 1513282

$(156017 — 1109614)> = ((—156017 + 110961 - 510)(mod 260101))* = (—7824)>

Thus we can see :
(151328)* = (—7824)%*(mod 260101)

This gives us the results as we wanted and by using the Fuclidean algorithm to find

the greatest common divisor, we achieve two factors of 260101 :
gcd(260101, 151328 — 7824) = 8924

ged(260101, 151328 + 7824) = 29

and we see : 8969-29 = 260101.

Remark 3.6.6. The special number field Sieve is faster than quadratic Sieve method
and 1s the asymptotically fastest algorithm for integer factorization known today. But
the special number field Sieve works only for integers of the special form n = 1° - s.
The quadratic Sieve works for all integers. The running time estimates however are
not deterministic for neither of the algorithms. This is mostly due to the difficulty
of computing the probability of finding smooth integers in a given interval accurately.
Currently, the largest integer factored by the special number field Sieve is 2'9%9-1, a
1039 bit composite integer, that is 313 digits.

Remark 3.6.7. The interesting thing is that each algorithm has its own intervals

where it is fastest, but since the ’fastest/best’ algorithm most often refers to which can
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factor the largest integers in a reasonable amount of time. The special number field

Sieve is considered the best at the current moment.

The special number field Sieve is the asymptotically fastest algorithm when the number
n to factor is assumed as n — oo. But there are many technicalities and aspects of
the algorithm that do not make it practical for the factoring of a random integer. The
most obuvious is of course that the special number field Sieve only applies to integers
of the form n = r* - s. There has been generalization, the general number field Sieve

and it 1s described in the next subsection.

3.6.3 General number field Sieve (GNF'S)

This is the generalization of the SNFS. Before describing the algorithm, we will discuss

some mathematical background.

Mathematical Background :

Fields and Roots of Irreducible Polynomials Suppose a monic, irreducible
polynomial f(x) of degree d with rational coeffiecients is known. Then f(z) splits in to

distinct linear factors over the complex numbers as

f(@) = (x = 01)(x = 0,) - (x = ba)

with @ € C. One can choose any root 0 = 0; and form a ring.

Proposition 3.6.8. If0 denotes a complex root of a monic, irreducible polynomial f(x)
with rational coefficients, then the set of all polynomials in 0 with rational coefficients,

denoted Q(0), forms a ring.

Theorem 3.6.9. Given a monic, irreducible polynomial f(xz) with rational coefficients,
a root 0 € C of f(x), and the associated ring Q(0), the following hold :

(1). Q6) = Qlzl/(f())

(2). Q(0) is a field.

(3). f(x) divides any polynomial g(x) for which ¢(@) = 0.

(4). The set {1, 0, 0% ---, 01} forms a basis for Q(0) as a vector space over Q.

Rings of Algebraic Integers
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Definition 3.6.10. A complex number « is called an algebraic integer if it is the root

of a monic polynomial with integer coefficients.

Thus, if f(x) is an irreducible, monic polynomial of degree d with integer coefficients
and 0 € C is a root of f(x), it follows that 6 is an algebraic integer according to this
definition.

Proposition 3.6.11. Given a monic, irreducible polynomial f(z) of degree d with
rational coefficients and a root @ € C of f(x), the set of all algebraic integers in Q(6),
denoted O, forms a subring of the field Q(0).

The actual ring that will be used in the GNFES is subring of the ring of algebraic
integers 0 of Q(0).

Proposition 3.6.12. Given a monic, irreducible polynomial f(z) of degree d with
integer coefficients and a root 6 € C of f(x), the set of all Z-linear combinations of the
elements {1, 0, 02, ---, 0971}, denoted Z[0], forms a subring of the ring of algebraic
integers 0 of Q(6).

Before going further, it should be pointed out that the subring Z[0] can be indeed be
a proper subring of O . For instance, the polynomial 22-5 is easily seen to be irreducible
and monic so that Q(v/5) forms a field, which is a vector space over Q with basis S
=1, V5. Ifa = (1+V5)/2 then a € Q(V/5), since a is a Q linear combination of
the elements of S. Furthermore o satisfies the polynomial g(x) = 2*-z-1 and hence it
is an algebraic integer, but clearly o does not belong to Z[f). Hence, Q(v/5) possesses
an algebraic integer which is not contained in Z[\/5] and so Z[v/5] S 0 S Q(V5).

Producing a difference of Squares Having demonstrated that for any monic,
wrreducible polynomial an associated ring can be constructed that has a natural repre-
sentation as Z-linear combinations of elements from a finite set. Now we will describe

a map that ring onto Z/nZ which produce a difference of squares.

Proposition 3.6.13. Given a monic, irreducible polynomial f(x) with integer coeffi-
cients, a root 8 € C of f(x), and an integer m € Z/nZ with ¢(1) = 1 (mod n) and

which sends 6 to m, is a surjective ring homomorphism.

Now, to see how this can result in a difference of squares, suppose a set U of pairs

of integers (a, b) can be found such that

H (a+b0) = * and H (a+bm) =y

(a,b)eU (a,b)eU
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with 5 € Z[0] and y € Z. Then applying the natural homomorphism ¢ from proposition
3.6.13 and letting ¢(5) = x € Z/nZ, it follows that

22 = ¢(B)* = ¢(8?) = ¢( H (a+00)) = H d(a+bl) = H (a+bm) = y*(mod n)

(a,b)eU (a,b)eU (a,b)eU

and a difference of square results.

Note : The condition that the product of the elements a+bf corresponding to pairs
in U be a perfect square in Z[0)] is imposed because the ring homomorphism ¢ is only
defined on elements of Z[0]. In practice, the condition is relaxed to allow for the

product being a perfect square in Q(0), which is less restrictive and hence more likely
to be satisfied. Now if

H (a+ b0) = o?

(a,b)eU

for some o € Q(6), it follows that o € O and in fact f’(0)-a € Z[A]. A difference of

squares can still be produced, for if

H (a+b0) = a* and H (a+bm) = 2

(a,b)eU (a,b)eU

with o« € 0 and z € Z, then letting B = f'(0)-a € Z[0], y = f'(m)-z, and x = ¢(B) €
Z/nZ, it follows that

2 =¢(8%) = o(f (0 ] (a+00)=o(f(0)* [ éla+ o)

(a,b)eU (a,b)eU
= f(m)* [] (a+bm)=y*(modn) (3.2)
(a,b)eU

and another difference of squares has been produced.

Now we will describe some definition like norm, first degree prime ideal and their some

properties.

Proposition 3.6.14. Given a monic, irreducible polynomial f(z) of degree d with
integers coefficients and a root § € C of f(x), then the ring of algebraic integers O

forms a Dedekind domain. In particular, this implies :
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(1) The ring O is noetherian.
(2) Prime ideals of 0 are mazimal ideals of 0, and vice versa.
(8) Using the canonical notation of ideal multiplication, non-zero ideals of @ can be

uniquely factored, up to order, into prime ideals of 0.

The idea then is to choose a set I of prime ideals of 0, which will be called an
algebraic factor base, and to find (a, b) pairs for which the element a+b0 has a
principal ideal (a+b0) that factors completely into prime ideals of I. Such an element
is said to be smooth over the algebraic factor base I. By collecting more (a, b) pairs
than ideals in I, hopefully some of the a+bl values corresponding these pairs can be

multiplied together to produce a perfect square in Z[0).

Concept of Norm :

Theorem 3.6.15. Given a monic, irreducible polynomial f(x) of degree d with rational
coefficients and a root 8 € C of f(x), there are exactly d ring monomorphisms (em-
beddings) from the field Q(0) into the field C. These embeddings are given by o;(Q)
=Q and 0,(0) = 0; for 1 < i < d, assuming f(z) splits over C as :

flz) = (x—0)(x—0) - (v —04).

The embeddings of theorem 3.6.15 allow for the definition of the norm function
which maps elements of Q(0) to elements of C :

Definition 3.6.16. Given a monic, irreducible polynomial f(z) of degree d with ra-
tional coefficients, a root 8 € C of f(x) and an element o € Q(0), the norm of an
element o, denoted by N(a), is defined as

N(a) = a1(a)az(a) - - - o4(e)

where the o; are in the distinct embeddings of Q(6) into C as detailed in the theorem
3.6.15.

Example 3.6.17. Let in the above definition o = (a+b6).
Then N(a+bl) = o1 (a+0b0)-09(a+b8) --- o4(a+0b0)
N(a+0b0) = (a+0b0,)-(a+bby) -+ (a+b0y)

N(a+00) = b [(3+0)-(3+02)- - - (£+04)]

N(a+b0) = (-b)[(-3-61)-(-4-0 ) - (-2-6,)]

N(a+b) = (-b)f(-3)
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The real power of the norm function, as it is used in the GNFS, stems from the

following standard result from algebraic number theory :

Proposition 3.6.18. Given a monic, irreducible polynomial f(z) of degree d with
rational coefficients and a root 0 € C of f(x), the norm map of definition 3.6.16 is a
multiplicative function that maps elements of Q(0) to Q € C. Furthermore, algebraic

integers in Q(0) are mapped to elements of 7.

Corollary 3.6.19. Given a monic, irreducible polynomial f(x) of degree d with integer
coefficients and a root 6 € C of f(x), then the norm function of definition 3.6.16 is a

multiplicative function that sends elements of Z[0] to elements of Z.

Though proposition 3.6.18 and its corollary are initially useful because they allow
for recasting of questions about factorizations of elements of Z[0] to factorization in
Z, the full power of these results comes when the concept of the norm of an element

18 tied in with the norm of an ideal. Begin with the definition of norm of an ideal :

Definition 3.6.20. Given a ring R and an ideal I of R, the norm of I is defined to
be [R : 1], the number of cosets of I in R.

(Note : The above definition is similar to the definition, which is described in Note

(1) before definition 3.6.1 in the SNFS.)

The following results recall elementary properties of the norm function on ideals of
0, and explicitly relates the norm of an element of O to the norm of the principal ideal

generated by that element :

Proposition 3.6.21. Let f(x) be a monic, irreducible polynomial of degree d with
rational coefficients and 0 € C a root of f(x). Then the norm function of definition
3.6.20 is a multiplicative function that maps ideals of 9 to positive integers. Moreover,
if « € 0 then N({a)) = |N(a)|.

Now, we will describe a final result from algebraic number theory, which clarifies

that how prime ideals of O and prime integers are related :

Proposition 3.6.22. Let D be a Dedekind domain. If P is an ideal of D with N(P) =
p for some prime integer p, then P is a prime ideal of D. Conversely, if P is a prime

ideal of D then N(P) = p° for some prime integer p and positive integer e.
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Given any element 3 € 8, it follows from proposition 3.6.14 that the principal ideal
(B) of @ factors uniquely as

(6) = A" P32 P

for distinct prime ideals P; of O and positive integers e; with 1 < ¢ < k. Furthermore,
Proposition 3.6.22 indicate that

IN(B)| = N((B)) = N(P{*P5?--- Pi*) = N(PUN(Po ) - N(Py)™ = (p]' )" (py? )

(Pi'“ Jer = p§1+f1p§2+f2 pzwfk

for (not necessarily distinct) primes p; and positive integers e; and f; with 1 < i < k.
It becomes the key tool for determining when an ideal (a+b0) factors completely over

an algebraic factor base of prime ideals.

One very practical problem that presents itself is coming up with a representation for
prime ideals that can be stored in a computer, and more importantly, that facilitates
a sieving procedure for finding smooth a+0b6 values. This is accomplished in GNFS by
restricting the algebraic factor base to prime ideals of Z[0] of a special form instead of
prime ideals of 0, and then generalizing the above equation to these ideals. With this
in mind, begin by defining the special prime ideals of Z[0], which will be used in the

algebraic factor base :

Definition 3.6.23. A first degree prime ideal P of a Dedekind domain D is a prime
ideal of D such that N(P) = p for some prime integer p (similar to definition 3.6.1).

Note : [t should be observed that any ideal P of a ring R with N(P) = p for some
prime integer p is necessarily a prime ideal of R. This follows, since [R : P] = p
implies that R/P = Z/nZ is a field and hence P is a maximal ideal of R. But any
mazimal ideal of R is also a prime ideal of R.

Before preceeding to determine a good representation for the first degree prime ideals

of Z[0], we will describe a lemma :

Lemma 3.6.24. If R is a commutative ring with identity 1g, S is a commutative ring

with identity 1s, and ¢ : R — S is a ring epimorphism, then ¢(1r) = Ig.

Proof : Let y € S. Since ¢ is a ring epimorphism, so, there exists x € R such
that $(z) = y. Then y-6(In) = (1r)y = 6(1) - 6(x) = 6(1n-3) = 6(x) = y, hence
o(1g) = 1s.
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The following result gives the convenient representation for the first degree prime
ideals (This following theorem prove the same thing which we have proved in lemma
3.6.2 and lemma 3.6.3) :

Theorem 3.6.25. Let f(x) be a monic, irreducible polynomial with integer coefficients
and 6 € C a root of f(x). The set of pairs (r, p) where p is a prime integer and r
€ Z/pZ with f(r) = 0 (mod p) is in bijective correspondence with the set of all first
degree prime ideals of Z[6)].

Proof. Let P be a first degree prime ideal of Z[¢]. Then [Z[f] : P] = p for some prime
integer p, so that Z[0]/P = Z/pZ (also proved in lemma 3.6.2). There is a canonical
epimorphism of rings ¢ : Z[§] — Z[0]/P such that ker¢ = P. Since Z[0]/P = Z/pZ, it
follows that ¢ can also be thought of as an epimorphism of rings ¢ : Z[0] — Z[6]/pZ
with ker¢p = P, that is the elements in P map to integers that are divisible by p, and
any such integer is the image of an element in P. Furthermore ¢(1) = 1 by lemma
3.6.24 and hence ¢(a) = a (mod p) for any integer a.

Let v = ¢(0) € Z/pZ. I f(x) = x? + ag_1xT 1 + -+ + ajx + ag with a; € Z for 0 <
i < d, then ¢(f(f)) = 0 (mod p) since f(f) = 0 and hence

0=o(f(0) = d(0% +ag 10"+ +ag+a) = ¢(9)d+ad_1¢(9)d_l+- —+a19(0)+ap

d—1

E’r‘d—I—CLd_lT’ —|—---—}-CL1T—|—(IOEf(T) (mOdp)

so that r is a root of f(x) (mod p) and the ideal P determines the unique pair (r, p).

Conversely, let p be a prime integer and r € Z/pZ with f(r) = 0 (mod p). Then
there is a natural ring epimorphism (analogous to the one discussed in theorem 3.6.9)
that maps polynomials in 6 to polynomials in r. In particular, ¢(a) = a (mod p) for
all a € Z and ¢(0) = r (mod p). Let P = ker¢ so that P is an ideal of Z[f]. Since ¢
is onto and ker¢ = P, it follows that Z[0]/P = Z/pZ and hence [Z[f] : P] = p and P
is therfore first degree prime ideal of Z[f]. Thus the pair (r, p) determines the unique
pair (r, p) consistent with the first part of the proof. This gives the result. m

Lemma 8.6.4 “which says Let a, b € Z, ged(a, b) = 1. Then all prime ideals P that

occur in a+bl are the first degree prime ideals” holds here.
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3.6.4 GNFS Algorithm

Input : Composite integer n.

Output : a nontrivial factor p of n.

Step (1) : (Polynomial selection)

Find an irreducible polynomial f(x) with root m, i.e. f(m)= 0 mod n, f(x) € Z[z].
Method :

Decide the degree d of the polynomial (experimently, we see that, for factoring an
integer with more than 110 digits, the degree d be set to 5. For integers between
50 and 80 digits a value of 3 for d is used. Since every implementations of GNFS
restricted d to an odd integer, so for integers between 80 and 110 digits, d = 5 is
used).

Having selected a value for d, the choice of f(x) and m is usually made simultaneously.
First m is chosen with m ~ na and such that the quotient of n divided by m? is exactly
one.

A “base - m” expansion of n then gives
— na d—1
n=m -+ ag_1m +---+am—+ ag

with coefficients 0 < a; <m for 0 < i@ < d. These coefficients may then be used to
construct
fx) =2 +ag 12"+ +ayr + ag

which is monic of degree d. By construction f(m) =n = 0 (mod n) so that m is a
root modulo n of f(x). Furthermore if f(x) = g(z)-h(x) for non-constant polynomial
g(x) and h(z) and it follows that

n = f(m) = g(m)-h(m) is likely to yield a non-trivial factorization of n. Thus, if f(x)
1s reducible then n is likely is to be factored and the whole procedure can terminate,
or f(zx) is irreducible and we can go on further steps for finding out factors of n.
Step (2) : (Factor bases) Choose the size for the factor bases and set up the rational
factor base, algebraic factor base and the quadratic character base.

The rational factor base RFB consists of all primes p; up to some bound which is
usually determined by experimenting with the smoothness of a+bm for different (a, b)
pairs. The rational factor base is stored as pairs (m (mod p), p).

The algebraic factor base AFB consists of first degree prime ideals of Z[0], which
are represented as pairs (r, p) where p is a prime integer and r is the root of f(x)

considered as a polynomial with coefficients in Z/pZ (as proved in theorem 3.6.25).
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The size of the algebraic factor base should be 2-3 times the size of the rational factor
base.

The quadratic character base QCB contains pairs (r, p) with the same properties as
the elements of the algebraic factor base, but the p’s are larger than the largest in the
algebraic factor base. The number of elements in QCB are usually relatively small
compared to the number of elements in RFB and AFB.

Method of finding first degree prime tdeals of Z[0] or AFB : Finding first
degree prime ideals of Z[0] for the AFB and the QCB amounts to finding integers pairs
(r, p) with p a prime and r satisfying f(r) = 0 (mod p) according to theorem 3.6.25.
In other words, finding first degree prime ideals is equivalent to finding roots of f(x)
modulo p for various prime integers p. Fortunately, this happens to be well studied
problem in a natural and efficient way.

A naive approach to finding roots of the polynomial f(x) (mod p) is to simply plug-in
all the integers from 0 to p-1 and determine which values are mapped to 0 by f(z).
As with most brute-force approaches, this words well for a small number of cases,
specially when p is small, but becomes quite impractical for the larger values of p used
i GNFS.

A dramatic improvement over this brute-force method can be made using the following

result in a clever way :

Theorem 3.6.26. When considered as a polynomial in Z/pZ[x], the polynomial 1¥-x

factors as
p—1

xp—x:H(x—i)

i=0

Proof : It is an elementary result from abstract algebra that the non-zero elements

of a field form a group under multiplication. In this case, that means the p-1 non-zero

elements of Z/pZ form a finite group of order p-1 under multiplication. Then for any

0 < a< pit follows that a®~* = 1 (mod p) and therefore a? = a (mod p) for all a with

0 < a < p. Rearranging the last congruence yields a? - a = 0 (mod p) and therefore

a is seen to be a root of -z (mod p) for 0 < a < p. This determines p roots for 1*-x

(mod p). But a’-z determines a monic, linear factor of a?-z (mod p) and vice versa.
So, the result follows.

Since finding roots of f(x) (mod p) is equivalent to finding monic, linear factors of
f(x) (mod p), and 27 - x (mod p) is the product of all the monic, linear polynomial

over Z/pZ by above theorem, a natural idea is to somehow use #-x (mod p) in the
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root finding procedure. With this in mind, the first realization is that finding roots of
f(x) (mod p) is equivalent to finding roots of g(x) = ged(f(x), 2 - z). The effect of
computing g(z) (mod p) is to isolate the portion of f(x) (mod p) which is the product
of monic, linear polynomials over Z/pZ, since this is the portion where the roots of
f(z) (mod p) are to be found. Another way of thinking of this computation is as a way
to “strip out” of f(x) (mod p) any quadratic or higher degree polynomials that occur
in its canonical factorization into irreducibles, since such polynomials have nothing to
do with roots of f(x) (mod p).

Now let b be any integer with 0 < b < p. Since g(z) (mod p) divides 2*-z (mod p).
It must be product of distinct, monic, linear polynomials, and therefore so is g(z-b)
(mod p). If z is a factor of g(z-b) (mod p) then g(-b) = 0 (mod p) so a root -b of g(x)
(mod p) and hence of f(x) (mod p) has been found. On the other hand, if x is not a
factor of g(x-b) (mod p) then

gz =b)|aP —z = x(aPt — 1) = 2(a®P V2 £ 1) (P12 1)

and the factors of g(-b) (mod p) fall between (z*~V/2 + 1) (mod p) and xP~1/2 —1)
(mod p). If not all of the factors of g(x-b) (mod p) divide into either of these latter
polynomials, i.c. if 2P~V/2 £ +1 (mod g(z-b)), then g(x-b) (mod p) can be split non-
trivially into the polynomials g (z) = ged(g(z-b), 2P~V/2+1) and go(x) = ged(g(z-b),
2P~D/2_1) with the degree of each polynomial strictly less than the degree of g(x) (mod
p).

If gi(x) (mod p) is a monic polynomial then a root of g(x) (mod p) has been found.
Otherwise, the same procedure outlined above is applied to each g;(x) (mod p) to split
them into lesser degree polynomaials. The algorithm continues on in this manner until
it terminate since polynomials are produced at each stage with degrees strictly less than
the degrees of the polynomials of the previous stage.

Note : In the event that 2P~/ = £1 (mod g(x-b)), other values for b are substituted
until this condition no longer holds. Also note that a root r of g(z-b) (mod p) gives
rise to the root r-b of g(x) (mod p), and that r itself is not a root of g(z) (mod p)
unless b = 0.

Step (3) : (Sieving)

Find pairs of integers (a, b) with the following properties :

(1) ged(a, b) = 1

(II) |a+bm| is smooth over the rational factor base.

(III) N(a+b8) is smooth over the algebraic factor base.
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A pair (a, b) with these properties is called a relation. The purpose of the sieving
stage is to collect as many relations as possible (at least one larger than the elements
in all of the base combined). The sieving step results in a set S of relations.

Here condition one ensures that all ideals containing a+b0 are first degree prime ide-
als, as proved by lemma 3.6.4.

(Note : The technique, which is useful in th sieving, is the similar to the sieving
technique what we have used in SNFS. This is described in the Note (3) after the
SNFS Algorithm or before the example 3.6.5.)

Step (4) : (Linear Algebra)

Once enough relations have been found, it is straight forward to put the exponent vec-
tors (ewqp)) in to a matriz (modulo 2) and start row reducing to find a zero row, that
s a linear dependent set of vectors.

Method for Matrices and Dependencies :

If there are k primes in the rational factor base, [ first degree prime ideals of Z[0] in
the algebraic factor base, and m first degree prime ideals in the quadratic character
base, then each ey will be comprised of 1+k+I+m binary bits, determined by the
sign of a+bm and the respective bases. When these binary vectors are grouped to-
gether as columns in a matriz B, the binary vector resulting from the addition of the
two columns for pairs (a, b) and (c, d) represents (a+bm)-(c+dm) and (a+b0) - (c+db)
factored over the rational and algebraic factor bases, respectively, and the quadratic
characters for (a+b0)-(c+df). From these relations, we can select a set of those rela-
tions which gives a non-trivial dependency among the columns of the matriz B, which
yields a product of different a+bm and a+b6 values that gives a square in 7 and Z[0).
The first bit of ey is 0 if a+bm is positive and 1 if it is negative, in which case addi-
tion modulo 2 of binary vectors e,y and ecq) correctly reflects the sign of (a+bm)--- (c+dm).
The next k-bits of ey is determined by the exponents modulo 2 of every prime in
the rational factor base F, when a+bm is factored over F. Similarly, the next l-bits
of ewy are determined by the exponents modulo 2 of the primes p in the first degree
prime ideal pairs (r, p) in the algebraic factor base when N(a+0b0) is factored over
these primes.

Note that if p divides N(a+b6) then there is exactly one (r, p) pair in the algebraic
factor base for which a = -br (mod p), and that is the (v, p) which is deemed “re-
sponsible” for the exponent of the prime p occuring in the factorization of N(a+00).
It’s clear that addition modulo 2 of binary vectors ey and eq) corresponds to the

binary vector represented by (a+bm)-(c+dm) and (a+bl) - (c+df) since the latter two
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multiplication essentially involve addition of exponents.

The final 1 bits of the vector eqp) are determined by each (s, q) = (v, p) pair in the
quadratic character base. For a fived (s, q) pair the corresponding bit in ey is set
to zero if the Legendre symbol (%qbs) has value 1 and is set to 1 otherwise. This last
representation preserves the multiplicative nature of the Legendre symbol in the exact
same way the sign of a+bm is preserved during multiplication by the first bit of e(qp).
A non-trivial dependence among the column vectors of B represents a set U of (a,b)
pairs for which the product of the corresponding a+bm values is a square in Z. and a
square has also been produced in Z[0).

Step (5) : When all the problems with finding the factor base and, the right combi-
nation of relations during the sieving and linear algebra step has been overcome, one
is left with a set U with the relations that combined are squares both in Z and Z[0]. If

H (a+b0) = and H (a+bm) = 2*
(a,b)eU (a,b)eU
with a € 0 and z € Z, then letting = f'(0)-«a € Z[0], y = f'(m)-z, and z = ¢(B) €
Z/nZ

Now as, we have seen in equation 3.6.3 that from this, we get :

=68 =o(f (0 ] (a+00)=6(£(0)* [] ¢la+b0)
(a,b)eU (a,b)eU
= f'(m)? H (a +bm) = y*(modn)
(a,b)eU

Then gcd(x + y, n), hopefully gives a nontrivial factor of n. Otherwise choose a
different set of linear dependent vectors or increase bound of AFB, RFB and QCB for

find out more smooth pairs (a, b).

Example 3.6.27. Suppose we have to factor n = 45,113 from GNFS. Then we will
follow the following steps :

Step (1) :

Choose degree d = 3. m ~ nt/? = (45,113)'/3 ~ 35. Although m = 35 would yield a
monic polynomial following the base-m method of step (1), the value m = 31 serves
equally well and is used in this example. The base-m expansion of n:

45,118 = 812 + 15:312 + 29-31 + 8

yields the polynomial f(x) = 2 + 152° + 29x+ 8 for which f(m) = 0 (mod n) since
f(z) was constructed with f(31) = 45,1183.
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Now, the only concern is that f(z) be irreducible over Q, which amounts to verifying
that f(x) does not have any roots over Q since f(x) is cubic. The only possible roots are
+1, 2, £/ and £8. The positive portions of these possibilities can be immediately
dispensed with so only four possibilities for roots need be considered. Now f(-1) = -7,
f(-2) = 2, f(-4) = 68 and f(-8) = 224, so that f(z) has no rational roots and hence is
wrreducible over Q.

Step (2) :

Rational factor base

The rational factor base consists of prime integers 2, 3, 5, 7 and so on up to a particu-
lar bound which is usually determined by experimenting with the smoothness of a+bm
for different (a, b) pairs. In this example, all the primes up to 29 are used. Rational

factor base is stored as pairs (m (mod p), p).

Table (3.6.1)

(m (mod p), p) | (m (mod p), p) | (m (mod p), p)
(1, 2) (9, 11) (8, 23)
(1, 3) (5, 13) (2, 29)
(1, 5) (14, 17)
(3, 7) (12, 19)

Algebraic factor base
The algebraic factor base consists of first degree prime ideals of Z[0], which are
represented as pairs (r, p) where p is a prime integer and r is a root of f(r) =
23 +152%2+292+8 considered as a polynomial with coefficients in Z/pZ. Computing
the algebraic factor base then amounts to finding roots of f(x) modulo 2, 3, 5, 7 and
S0 on.
Using the methods which is discussed in the step (2) of the algorithm, and the prime
67 as an example, start by computing the polynomial g(x) = gcd(f(x), 1°7-x), where
g(z) serves to isolate the linear factors of f(x). In this case, g(x) = f(x) (mod 67) so
that f(x) consists of all linear factors and hence must have three roots over Z/67Z.
Now ¢(0) = 8 (mod 67) so that 0 is not a root of g(x). Since g(z) divides 1°"-x =
z(23+1)(1*-1), it follows that g(x) must divide (2*>+1)(2*3-1) and in fact
9(x) = ged(133+1, f(x))-ged(223-1, f(x)) = (2*+21x+21)- (x+61) (mod 67)
Hence, 6 = -61 (mod 67) is a root of g(x) in Z/67Z and the pair (6, 67) represents a
first degree prime ideal of Z[6] that may be added to the algebraic factor base.

The same process can be used to determine the linear factors of gy (x) = 2*+21z+21.
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Now g_1 = 1 (mod 67) so that -1 is not a root of ¢ (x) and hence g, (z-1) must divide
(33 +1)(233-1) for the same reason g(x) does. However, gcd(a33-1, g, (2-1)) = 1 (mod
67) so that g, (x-1) can’t be immediately split into non-trivial factors as was done with
g(z) in above equation.

Continuing on with g_o = 50 (mod 67), it is seen that -2 is not a root of g1 (x) and
hence gi (z-2) must then divide (¥33+1)(233-1). This time luck prevails and

g1(2-2) = ged(2*3+1, g (2-2))-gcd(133-1, g1(1-2)) = (x+21)-(x+63) (mod 67).

The latter yields 46 = -21 (mod 67) and 4 = -63 (mod 67) as roots of g1 (x-2), so
that 44 and 2 are roots of g1 (x) over Z/67Z and hence the pairs (2, 67) and (44, 67)
represent first degree prime ideals of Z[0] which may be used in the algebraic factor
base.

Roots finding with primes other than 67 is performed in the exact same manner to

determine the rest of the algebraic factor base shown in the table below.

Table (3.6.2)

(r,p) | (r,p) | (1, p) (r, p)
(0, 2) | (19, 41) | (44, 67) | (62, 89)
(6,7) | (13, 43) | (50, 73) | (73, 89)
(13, 17) | (1, 53) | (23, 19)| (28, 97)
(11, 23) | (46, 61) | (47, 79) | (87, 101)
(26, 29) | (2, 67) | (73, 79) | (47, 103)
(18, 31) | (6, 67) | (28, 89)

Quadratic character base
Since the quadratic character base is simply a small set of first degree prime ideals of
Z[0] that don’t occur in the algebraic factor base, in practice one begins searching for
roots of f(x) modulo primes q, with q strictly greater than the largest prime p occurring
in a (r, p) pair in the algebraic factor base. The worked example of the AFB serves
as sample illustration of how the quadratic character base seen in the table below is

computed.

Table (3.6.3)

(r, p) (r, p) (r, p)
(4, 107) | (80, 107) | (99, 109)
(8, 107) | (52, 109)
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Step (3) :
For this example, the sieving interval is chosen such that -1000 < a < 1000 for b
starting at 1 and proceeding through 2, 3, 4 and so on until more than 39 pairs are
found with a+bm and a+bf smooth. Finding more than 39 pairs will guarantee a
linear dependence among the binary vectors associated with those pairs, which leads
to perfect squares in Z and Z[0], as explained in last step of the algorithm.
A straight forward implementation technique is to have two Sieve arrays in memory,
one for a+bm and the other for N(a+bf), each with 2000 entries for all possible a
values for a fized b. Sieving for smooth values of a+bm proceeds exactly as in Note
(3) which is before the example 3.6.5 in SNFS algorithm. For instance, the values of
a for which a+bm is divisible by the prime 5 for b = 7 are of the form a = -Tm + 5k
for k € Z such that -1000 < a < 1000. From table 3.6.1, it is seen that m = 1 (mod
5) and hence a is of the form a = -7 + 5k for k € Z. The positions in the Sieve array
for a+bm corresponding to an a value of -997, -992, ---, -12, -7, -2, 3, 8, 13, ---,
993, 998 then have In(5) added to their value. This procedure is repeated for all the
pairs of table (5.1). A similar procedure is followed with the (r, p) pairs of table (5.2)
and the Sieve array for N(a+b0) are trail divided to test for smoothness. The whole
procedure is then repeated for the next value of b.
After enough sieving, 40 (a, b) pairs are found with a+bm and a+bl, as seen in
following table (5.4).

Table (5.4)

(a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair
('737 ]) (_27 1) ('17 1) (27 1) (37 1) (4: 1) (87 1)
(13, 1) (14, 1) (15, 1) (52, 1) (56, 1) (61, 1) (104, 1)
(116, 1) | (-5, 2) (3, 2) (25, 2) | (322 | (-8 3 (2, 3)
(17, 3) (19, 4) (48, 5) (54, 5) | (313,5) | (-43,6) | (-8 7)
(11,7 | (38 7) | (4.9 | (4 11) | (119, 11) | (856, 11) | (536, 15)
(5,17) | (5, 31) | (9, 32) | (-202, 43) | (24, 55)

Step (4) : (Linear algebra)

To find the set U in note (before proposition 3.6.14), first make a binary matriz B
is constructed as in Step (4) of the algorithm, where a single column of the matrix
corresponds to an (a, b) pair found in above Step (Sieving step) with a+bm and a+0b0
smooth. Since there are 10 primes in the rational factor base, 23 first degree prime

tdeals in the algebraic factor base, and 5 first degree prime ideals in the quadratic
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character base, each column of the matriz will have 39 entries, or 39 total rows for
the matriz (one bit is added for the sign of a+bm).

To show explicitly how the matriz is formed, the column entry pair (-8, 3) found in
above step will be calculated. The first entry is set to 0 since a+bm = -8+3-31 = 85 is
positive. The next 10 entry in this column vector are determined from the factorization
of a+bm = 85 is positive. The next 10 entries in this column vector are determined

from the factorization of a+bm = 85 over the rational factor base :
85 =2%-3%-5"-7°.11°-13%- 17" - 19° - 237 - 29°

where all the primes in the rational factor base have been shown for clarity. The
column vector for (-8, 3) then has 10 entries formed by taking the above 10 exponent
vectors modulo 2 :

(0,0,1,0,0,0,1,0,0,0)

Next, the norm of (-8, 3) is computed and factored over the primes occurring in first
degree prime ideal pairs in the algebraic factor base. Recalling from example 3.6.18
that N(a+b0) = (-b)f(-a/b), it follows that the norm of an element a+b0 with d = 3
and f(x) = 2 + 1522 + 29z + 8 can be computed as

N(a+b0) = (=b)*- (_b—f + 152—2 - 29% +8) = a® — 15a*b + 29ab® — 8b*

The norm of -8+30 is then N(-8+30) = -8 - 15-(-8)*-3-29-8-8-8-3° = -5696 = -
1-289" gives the factorization of that norm over the primes p occurring in the (v, p)
pairs of the algebraic factor base.

Note that there can be up to d pairs (r, p) in the algebraic factor base that share the
same prime p, but only one such pair can have a = -br (mod p). Such an (r, p) pair is
the one that will be “responsible” for counting the number of times p divides N(a+0b0 ).
In the case for -8+350, there are three first degree prime ideals in table (5.2) that have
89 as the prime in their pair representation, specifically (28, 89), (62, 89) and (73,
89). But -8 = 81 = 8- 62 (mod 89) so the first degree prime ideal pair (62, 89) is
responsible for the exponent of 89. Combining this with the first degree prime ideal
having pair (0, 2) yields the next 23 bits in the column vector for (-8, 3) :

(0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0)

Now, to compute a quadratic character for -8+30, corresponding to the first degree
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prime ideal represented by the pair (s, q) that the Legendre symbol (%) must be

calculated. Using (80, 107) from the quadratic character base as an example yields :

—8+3-80

( 107

) =1

In this case, the vector coordinate for (-80, 107) is stored as 1 and would have been
stored as 0 had the Legendre symbol been 1.

Performing the same operations for the remainder of the quadratic character base
yields the final 5 bits in the column for (-8, 8) :

(1,0,0,1,0)
The complete 39-bit column vector for (-8, 3) then is seen to be :
(0,0,0,1,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,0,0,0,0,1,0,0,1,0)"

This same procedure is used on the rest (a, b) pairs found in above step to produce the
39%x 40 binary matriz B.

(a, b) pairs occurring in a dependency listed below in the following table :

Table (5.5)

(a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair | (a, b) pair
(-1, 1) (104, 1) (-8, 3) (-43, 6) (856, 11)
(3; 1) (37 2) (487 5) (’87 7)

(13, 1) | (25,2) | (545 | (11,7

Step (5) : (Square root and factor of n)
Computing an explicit square root in Z[0] :

Now. we have set U. As we have discussed in step (5) of the algorithm :

=68 =o(f (0 ] (a+0)=6(£(0)* [] ¢la+b0)
(a,b)eU (a,b)eU
= f'(m)? H (a +bm) = y*(modn)
(a,b)eU

Firstly we compute that f(0)? = 1586% + 363-0 + 481 € Z[0].

and we see that :
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II (a+b0) =(-1+86)(3+80)(13+0)(104 +0) -(3 + 20)-(25 + 20)-(-8 +
a,b)eU
(5’0))-(48 +50) (54 + 50)-(-43 + 60)-(-8 + 10)-(11 + 1 )-(856 + 110)

= 2051543129764485-0* + 15388377355799440-0 + 2476569288653190

where all the computations are treated as multiplication of polynomials modulo f(x) =
23 +152% +292+8 with 0 substituted for .

So, f' O - T (a+b0) = 22455983949710645412-0* + 54100105785512562427-0 +

(a,b)eU

22939402657683071224, which is the square of an element v € Z[6)].

Indeed without too much more effort it is seen that :

v = 599925511-6% + 3686043120-0 + 3889976768 satisfies that v* € Z[0)].

Now applying the ring homomorphism ¢ : Z[0] — 7 /451137 (which we have already

discussed), to 7y gives :

x = 43922 = 694683807559
= 599923511 - 31% + 3686043120 - 31 + 3889976768
= ¢(7)(mod45331)

Computing the square root in finite field :

1P :f7(m)2 I[I (a+bm)= (138-(31)2 + 305-(31) + 481)-(-1 + 31)-(3 + 31)-(13
a,b)eU
+81) (104 ; éz)-(3 +2.31)-(25 + 2-81) (-8 + 3-31)-(48 + 5831)-(54 + 531) (43 +

6-31)- (-8 + 7-31)- (11 + 7-31) - (856 + 11-31) = (3824 2- (10078404 77402391282609960000)
— (38242 (31746503388600)°

So, y = 15160 = 3824-31746503388600 (mod 45117)

Thus, we get, 15160° = 43922° (mod 45113).

Therefore, ged(15160 - 43922, 45113) = 197 and ged(15160 + 43922, 45113) = 229

give nontrivial factors of n.
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Chapter 4

Polynomial Factorization

4.1 Resultant and some useful properties

Definition 4.1.1. Let f(z) = a,2"+ - -+ + ay and g(x) = by, 2™ + -+ + by be two poly-
nomials of degrees at most n and m respectively, with coefficients in an arbitrary field

F. Their resultant R(f, g) = Rnom(f, g) is the element of F given by the determinant

of the (m+n) X (m+n) matriz given by (Sylvester matriz) :

[ Qp  Gp—1 Anp—2
0 Qp ap—1
0 0 0 S A
0 0 0 e
M = Syln,m(f> g) = bob b
m m—1 m—2
0 bm bm—l
0 0 0 cee by
0 0 0 ceo by

where the m first rows contain the coefficients a,, ap,_1, - -

ag 0
ar Qo
0
0
bp O
br bo

, ag of f shifted 0,1,

-+, m-1 steps and padded with zeroes, and the n last rows contain the coefficients b,,,

b1, -+ , by of g shifted 0, 1, --- n-1 steps and padded with zeroes. In other words,
the entry at (i, j) equals anri—j if 1 < i < m and b_; if m+1 < i < m+n, with ¢; =

Oifit>nori< 0andb;, =0ifi>mori< 0.

93



Remark 4.1.2. From the definition, we can observe that

Bm(g, ) = (=1)"" Bnm(f, 9) (4.1)

Example 4.1.3. If n = 3 and m =2,

as as a1 ag O
0 az3 ay a1 ag
R(f,g)=det | by b by O

0 by by by
| 0 0 by b1 by

If we write Ry, (f, g) as a polynomial with integer coefficients for any field with
characteristic 0, such as Q or C, then the formula is valid (with the same coefficients)
for every field F (because the coefficients are given by expanding the determinant of
M and thus have a combinatorial interpretation independent of F. For a field of
characteristic p # 0, the coefficients may be reduced modulo p, so they are not unique

in that case ).

Theorem 4.1.4. (1) : If deg(g) < k < m then

Rom(f,9) = al "Ry (£, 9) (4.2)

(2) : If deg(f) < k < n, then

Ry (f.9) = (=1)" ™0 Ry (£, 9) (4.3)

(8): Let f and g be polynomials with deg(f) < n and deg(g) < m. Ifn > m and h is
any polynomial with deg(h) < n - m, then

Ry (f + hg, h) = Rnm(f, 9) (4.4)

Proof. (1) : Suppose deg(g) < m, so, b,, = 0. Then the first column of the Sylvester
matrix M is 0 except for its first element a,, and the submatrix of M = Syl, ,,,(f,g)
obtained by deleting the first row and column equals Syl,, ,,—1(f,g). Hence, by expand-
ing the determinant R, ,,(f,g) along the first column, R, ,,(f.g) = a,Rym-1(f,g).

The equation 4.2 follows for k = m, m-1, m-2, ---, 0 by backwards induction.
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(2) : By equation 4.1 and part (1),
Rom(£8) = (1" Rinn(g,f) = (-1)"" b R i(g.f) = (-1)™" b5 Ry (£18)-

(3) : Given that, n > m and deg(h) < n - m. Then Syl, ,,(f+hg, g) is obtained
from Syl, .. (f,g) by row operations that do not change its determinant R,, ,,,. (If h(x)
= ¢ X"+ -+ + ¢g, add ¢ times row n+i-k torow i, fori =1, 2, ---, mand k =0, 1,

ST O

The main importance of the resultant lies in the following formula, which often is

taken as the definition :

Theorem 4.1.5. Let f(z) = a,2"+ -+ + ay and g(x) = bua™ + --- + by be two
polynomials of degrees n and m, respectively, with coefficients in an arbitrary field F.
Suppose that, in some extension of F, f has n roots (with counting multiplicities) oy,

-+, ay and g has m roots (with counting multiplicities) By, -+, Bm (not necessarily
distinct). Then

R(f,g) = arbl, HH (4.5)

i=1 j=1
Proof. We will prove this theorem by induction on n+m.
Assume that deg(f) = n and deg(g) = m.
Then at least in some extension field, f(x) = a, [, (x-a;) and g(x) = b, [T~ (x-5;).
If n4+m =0 (n = 0, m = 0), then result (equation (4.5)) is obvious.
By induction, let equation 4.5 hold for all smaller values of n+m and all polynomials
of these degrees.
Case (1) : Suppose 0 < n = deg(f) < m = deg(g). Divide g by f to obtain polynomials
q and r with g = qf 4+ r, where deg(r) < deg(f) = n. Note that deg(q) = deg(qf) -
deg(f) = deg(g-r) -n =m - n.
By previous theorem part (3), we know that

Rn,m(f, g) = Rn,m(fa g — Qf) = Rn,m(f7 T) (4‘6)

Case 1(a) : Let r # 0 and let k = deg(r) > 0. By previous theorem part (1), we get
Rom(f, 1) = a™*R, 4 (f, r) and using induction hypothesis, we get the desired result.
Case 1(b) : Suppose that r = 0, so g = qf, but n > 0. Then Syl,, (£, r) = Syl ({f,
0) has the last n rows identically zero, so R, ,(f, r) = 0, and so by equation (4.6),
R, (f, g) = 0 and we get the result.
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Case (2) : Suppose that n = 0, Then Ry,,(f, g) = af’, which agrees with our result.
(This includes the case when n=0 and m=0, which starts the induction hypothesis).
Case(3) : Suppose m = deg(g) < deg(f). Then we can interchange f and g in case (1)
and (2).

This completes the induction hypothesis . O

Important properties of Resultant : If we use theorem 4.1.5, as the definition
of Resultant, then it is clear that : R(f,g) = 0 if and only if f and g have a common
root, that is, if and only if f and g have nontrivial g.c.d .

Hence we get following two useful properties :

(1) R(f,g) = 0 if and only if f and g have a common root.

(2) R(f,g) = 0 if and only if ged(f.g) # 1.

4.2 Discriminant of function :

Let F be an arbitrary field, and f(z) € Flz] a polynomial of degree n > 1 and with
coefficients a,. Let ay, ag, -+, oy, be the roots of f(x) (in some extension of F). The

discriminant of f(x) is defined as

Dise(f(z)) = @211 11 (-0 = (10221 ] (s-a;).

=1 j=it1 i=1 j=1j#i

Lemma 4.2.1. Let f(z) be as in above definition, f’(x) is the derivative of f, and let
deg(f’(x)) = m, Then

Disc(f(x)) = (-1)"" D" ap=""*Res(f(x).f (x)).

If m = n-1 (If the characteristic of F is zero), we have

Disc(f(x)) = (-1)""2 ;" Res(f(x), f(x)).

Hence, For any field F, Disc(f(x)) # 0 if and only if f(x) is square free.

Proof. We can easily see this by using theorem (4.1.5). O

Hensal lifting lemma

Theorem 4.2.2. Let f be a monic polynomial in Z|X| and (h mod p'~!) is a irreducible
factor of (f mod p=') for some integer i > 2. Then there exists a polynomial hy
(uniquely up to mod p*) such that (hy mod p*) divides (f mod p') and (hy mod p'~1) =
(h mod p'~1).
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Proof. Since (h mod p~!') divides (f mod p*~!), so, there exists a poynomial g(x) €
Z[X] such that (f mod p*~!) = (h mod p"~!)(g mod p*~!). Moreover, (h; mod p‘~1)
has to be equal to (h mod p*~'), so, hy = h + up’™! for some u € Z[X] with deg(u)
< deg(h).

Since (h; mod p’) has to divide (f mod p'), so, there exists a g; € Z[X] such that (f
mod p') = (h; mod p*)(g; mod p?). Set g = g + vp'~! for an appropriate choice of
v € Z[X] with deg(v) < deg(g). Now we have :

(f mod p*) = (h 4+ up’*)(g+vp'*) mod p’

= (f mod p) = (hg + (ug + vh)p"~* + uvp*~?) mod p’

"9 + (ug + vh) mod p’

= —L: mod p’ = =
= (ug + vh) mod p’

pifl
= (J;iﬁg) mod p*

Since we had f = hg mod p'~!, so, f = hg + cp’~! where ¢ € Z, therefore f - hg
= cp'! and (J;—ﬁg) = c. So, we have :

(c mod p*) mod p = ((ug + vh) mod p’) mod p

= ¢ mod p = (ug + vh) mod p.

Hence there exists unique u and v, so h; and g;. O

4.3 Lattice and reduced basis

Definition 4.3.1. A subset L of the real vector space R"™ is called a lattice if there

exist a basis by, by, -+, b, of R" such that :
L= {Z sibilwheres; € Z fori e {1,2,--- ,n}} (4.7)
i=1
We call by, by, ---, b, : a basis for L and n to be the rank of L.
Moreover we define d(L) = |det(by, by, -- -, b,)| to be the determinant of the lattice.

4.3.1 Gram-Schmidt orthogonalization

Any basis B can be transformed in to an orthogonal basis for the same vector space

using the well-known Gram-Schmidt orthogonalization method.

Theorem 4.3.2. Let by, by, ---, b, be some linear independent vectors in R". Define
bT = b1
by =b; - Z;;ll pi ;05 for 1 < i< n.
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(biyb

where p; ; = ‘b*|2 for 1<j<i<mnand(, )isinner product.
Then by, b5, ---, b are the orthogonal basis of R™.
Proof. For proving our result, we have to show that b}, b3, ---, b’ orthogonal and

they span R", if by, ---, b, span R".

We will prove this by induction on n.

If n = 1, then bj = by and so, span(b;) = span(b}). Hence for n=1, result hold.
Now, assume that for n < k, the result hold for the subspace of R"”, which means :
all the new basis elements b}, bj, - - -, b; are orthogonal and span (b}, b}, ---, b}) =
span(by, by, -+, by).

Now for n = k+1. New element b}, = by - 20 UESEL b* If 1 <i<k, then

J=1 |b3[?
* * (b b * *
(bk+17 b) (bk+17 b; ) Z] 1 k|;;rl|2 (b b; )
= (b, b7) = (birs, 1) - (big, b)
= (bjy1, b7) = 0.
also,
(brt1,b7)
byi1 = bk:—i—l + Z] 1 k\;r*\? bj‘
Hence span(bi, b, -- bk+1) = span(by, by, -+, bgy1) and all the elements bj, b3,
, b4, are orthogonal. Therefore by induction hypothesis, our result holds. O
4.3.2 Reduced basis of Lattice
Definition 4.3.3. A basis by, by, ---, b, of a lattice L is called reduced if
1 .
i ; §§f07’1§]<@§n (4.8)
and 5
b7 + llz‘,i—lbf—1|2 > Z|bf—1|2 for1<i<n (4.9)
holds.

. . %2 3 ,,2 * |2 ; *
We can also write second condition as |bj|* > (§-p7;_1)|bj_1|* (since b} are orthog-

onal), which is known as the Lovasz’s condition.

Remark 4.3.4. The constant % i the definition is arbitrary chosen. Indeed, we could

take any other constant between i and 1.
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4.3.3 Procedure to find a reduced basis

Idea of the Process : In this section, we will discuss an algorithm in which we
will give as input any arbitrary basis of a lattice and we will get a reduced basis of
the same lattice. From the definition of the reduced basis, we know that for finding
reduced basis, first we need an orthogonal basis. So, firstly, we will use Gram-Schmidt
orthogonalization process to given basis and after that we will modify these basis ele-

ments such that they fulfil the desired condition, which is given in equation (4.8) and

(4.9).

o Let{by, by, b3, -, by} be an arbitrary basis of any Lattice L. Now, we will describe

the full procedure for finding reduced basis in the following steps :
Steps for finding reduced basis :

Step (1) : ( Orthogonalization )

In this step, we will compute the orthogonal basis {b5, b3, b5, ---, b5} and p;; (1 <37
< i < n) for the given any arbitrary basis {by, by, bs, -+, by} using Gram-Schmidt

orthogonalization process which we have discussed in theorem 4.5.2.

e Now, we have to modify this orthogonal basis in a reduced basis, means we need to
modify this basis such that it satisfies the equation (4.8) and (4.9). For this we will
go by an iteration process. Therefore, we will assume that the given basis is already
reduced for {by, by, bs, -+, by_1} for some k<n, which means that orthogonal set
of this set satisfies equation (4.8) and (4.9). Now our aim is to modify by (and if

necessary then by, by, bz, -+, bp_1) in such a way that we can get a new set {b/l, b;,

!’

by, <+, b;f} which fulfil all the conditions of the reduced basis such that b} ’s and p; ;
satisfies equation (4.8) and (4.9).

% Step (2) : %
Let k = 2

While k < n % (Loop (1)) %
{
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% Step (3) % :
If |pu 51| > 1 (Checking condition (4.8) (Condition 1)

— If |prp—1| > 3, then, for getting condition (4.8), for i=k and j = k-1, we proceeds
in the following way :
Let define an element t which is nearest to pu x—1. Now, set b;g = by - thy_1. We can

see that after changing by, we now have to modify all the py;, 1 < 7 < k as well.

) (bx,b%)
Since we know that py,; = ﬁ
J
(b —tby_1,b%) (bx,b%) (br.—1,0%)
Hence new 1, ; = s =
kg ik GiE ik

= u;w- = i - th—1,j for 1 < j < k-1 and u;g,k_l = k-1 -t
Thus, we can see if we define t this way then we obtain that | k—1| < %
Now we will see that when we modify by in to b;@ for changing |pr—1| > % in to
\g—1| < 5, then there will be no effect on b;’s for i € {1,2,--- ,n}. For this, we
know that,_l
bi = b; - le/di,jb;
]:
Since, by has been modified only, so, we have to check only for by and b; for ¢ €

/k_/_Z; SR n/

k-1
/>|< - ’ ’ l*
by = by — E 1y, ;0
j=1
k—1

= b — thyy — Y (1tk — tn1,5)b7;

Jj=1

k-1 k-1
= by, — Z fk, 05 — t(br—1 — Zﬂk—l,jb;)
s =1

= bZ - t(blt:—l - ,kal,kflbltz—l)

= .

Thus we have following result :
bf = b; for all i.

C W) (b :
Mj,k = W = [br]2 = Mjk f07’j>k.

|t —1| < %
Remark : It is still not guaranteed that |py, ;| < 3 for j < k-1.
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% Step (4) %
If b + g -1bf 1> < 3105, [?

{

If above condition holds then for getting condition (4.9) for i = k, we follow the below
procedure :

Interchange by and by_q, i.e.,

Set b = br_q1 and b_1 = by

Then :

k—2

b;f,l =b, 4 — Z,uz,l,jb;*( Since b% = b5 for 1 < j < k-2)

=1

k-2
= by — Z i, ;0
j=1
k-1
= by — Z 05 + pe k104
j=1

b1 = bj, + prp—1bf_y (4.10)

Similarly,

k—1
I VA ! /%
b = bi Z/‘k,y‘ j
i=1

k—2
= b1 — D k10 — php1by 1 (Since U = b for 1< j < k-2)
j=1

k—2
= b1 — Z fir—1,b5 — M;c,k—lb;f*—l
j=1
b;: =by_, — lu;c,k—lb;c*—l (4.11)
™ * (b;c7b;€*—1) =
bk = bk—l - ka—l
k—1
_ b* (bk_l? bz + Nk,k—le—l) b/*
— Yk—1 |b/* |2 k—1
k—1
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2
(b, 1+Zﬂk 1055 b + fek—1b5_1)

’

= bzq - = |b 1|2 bk*fl
* (b*f 7luk7k—1b — ) &
:bk—l — 1|b/* |2 it bk—l
k—1
b ‘b 1‘2bl* 4
k—1 = Mkk— 1‘6 ‘2 k—1 ( 12)

Now, Comparing equation (4.11) and (4.12) :

! ‘bZ—l‘z

Mg -1 = Mk k=175 19
Pkt b |2

(4.13)

Thus, after interchanging by and by_1, we have following result :
vy =b; forj# k k-1
by = b + Mig—1bp—y
b = by - %k 1004

, |b*7 |2
Hi -1 = Hkk— 1|b’* e

So, now we have to check the effect of interchanging the by and by_1 on the following

two things :

(1) pijg-1 and piy. for i > k.
(2) pi—1i and pg; for 1 < i < k-1.

Case (1) : Since we know that b; = b’; for i > k, Hence :
:b*+2 1:“1] b*+Z ;]bj* b’
Since we know that bg-* = b; forj 7é k, k-1, So, we can remove the common terms on

both sides of the equation by subtraction to get :
i k101 + i kb = /J’;,kflb;c*fl + /L;,kb;c* (4.14)
and from equation (4.11), we have :

b1 = b;c* + :U’;ﬁ,kflb;c*fl
and from equation (4.10), we have :
by = b;:—l — pe—1by_q
= b;ﬁ*—l - Mk—l(b;@* + M;ﬂ,k—lb;c*—l)
=(1- ,Uk,k—llu;c,k—l)b;:—l — g1y
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Now, using equation (4.13), we get :

b, = (1 uik 1ﬁ)b — Mk k—1by,
1

(bk7 )
17,117 |b [

(bf + Z peib; by )?
Ib 1| |04 2

= (1 - )b;g*—1 - ,Uk,k—lb;c*

= (1 - )b;fq - ,uk,k—lb;c*

Using orthogonality of b}, we can write :
(b 1051, 1)°
|71 12105 2
171|147 1
|07 P31 2

[y R N [ Y "
:( E= |b kk|21 £ )bkq_/ik,kflbk
1

)b;:q - ﬂk,k—lb;c*

= (1-

=(1- Vo1 — g1y

Now using equation (4.10), we get :

R s o VTS ) VTN L] "
bk = ( ‘b ‘2 )bk—l - Mk7k—1bk
—1

03] + :ui,k—1|bk—1|2 - Mz,k—1|bZ—1|2

= ( |b/* |2 )bk*fl - :uk,kflbk*'
k—1

Hence, we have :
A
by = b bk 1~ Hkk— 1bk (4.15)
k—1
By putting the value of b}, (from the above equation) and by_, (from equation (4.11)),
we get :

b I>.< /* /*
fhig—1 (b + M o V) + Mzk(l A bk L~ Hkk—108) = e 1Oy + g by
b* |2 /% /% /
= (Mik—1 - Wijolti—1 )by + (/M,kq/ik,kﬂ + :ui,kﬁ)bk—l = Wi g1 Oy + gy
Comparing the terms of b;c* and b;f*_l both sides, we get the following result :

b*|2

Mzk 1= Mik— 1Mkk 1+Mzk’b| g E and :Ug,k = [ij—1 — Migtri—1 (fori>k) (4.16)

-1

(b, _1.b7%)
Case (2) : ph1; = A

Since we know that b’_1 = by and b;-* = bj for j# k, k-1. Hence :
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(bre,b7)

/ _ - J7 — .
Pe—1 = o = Hkg
/
. ro b)) (be—1b))
Similarly, p. ; = b = BE Ml
J

Therefore, In this condition, we have the following results :

/k 7%k .

b =bj forj #k,k—1
b;c*q = by + prp—105_;

b;: =by_, — N;g,k—1b;:—1

/ ’bk 1’2
B k-1 = Mkk=177% 12
[tk

b :
:uzk 1 = Hik— 1Mkk 1+Nzk|b . 2 fori>k
-1

Mg = Mik—1 — Hikfr -1 fori >k
Mooy = py for 1 < j<k—1
M;c,j = -1, for1 <j<k—1

And now after changing b1 and by, we have also |bj, + pup—1b5_,|* > 2|bp_,|*.

If k > 3, Set k = k-1

}

% Step (5) %

Else

{

For j = k-2, k-3, ---, 1
{

If (|l > 3) :

If this condition holds then for satisfying the condition (4.8), without changing any
b;, we follow below procedure :

Let 1 be the largest index such that || > 3 for 1<I<k-1.

Then, let r be the nearest integer to pu;. Now, set b’ = by - rb.
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Claim : (1) py ; = pj - 7 puy for 1<5<I

(2) Wy =tk - 7

(9) by = iy for 1<i<h

(4) Wi = tjk for j >k

(5) by = b for all i.

Proof : (1) and (2) : Since b, = b} for j<I<k and by definition,

/

/o J
:U’k,j_ |b;-*|2
_ (bk—rbl,b;f)
|31
by, b bi, by
:<k*21)_ (Z*Q)for1§j§l<k‘
1031 1651

= ,uﬁw = g —ruy for 1 <j <l
and forj =1, pyp,; = g — 7.

(3) and (4) : Since when j>k, we did not changed b’; = b;, So, b;»* = bj.

~ - (b3:b7) - (by.bF)
For, j>k ; pjx = W e o Hak

Similarly for I<j<k,

)
e = T
J

_ (bk - Tbl, b;k)
6312

Since from (5), b = b;.
. (bkab;) (blvb;k)

-7
Lk 16512
1-1
(b7 — ;unbi‘,bj)
S ww
bl — (b b*
o ’ i 0j)
Fk,j — |b*|2 Z Hii ]b*|2
Using the orthogonality of all b} for j>1, we get :
/’L;c,j = Hkj-
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(5) : We can see that we need to check only for b = bf.

k—1

b= b= D by
j=1
k-1
= by —rb — Z(Mk,j — 1 )b for 1 <j <l <k-—1
j=1
k-1 !
= bk — gl — (b =Y b})
j=1 j=1
-1
= by — (b= > bl — by
j=1

= b —r(b; —b}) = b},

We can also see from claim (2) that |p,| < 3 for 1<I<k-1.

Set k = k+1

}
}

Thus, we get reduced basis by, by, -+, by,.

4.3.4 LLL Algorithm

(for getting reduced basis of a given basis by,bs, - -+, b, of a Lattice L)

Algorithm (1) : (for getting bj, b3, ---, b)) :

Input : by, by, ---, b,

forj=1,23---,n

Compute : b5 = b; - ST il where gy = (by,b5) /(05 bE).
Output : by, b5, -+, b
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Algorithm (2) : (for handling |u,| > 3, where 1<l<k<n)

Let r be the nearest integer to puy .

Set b = by - rh;

Update piy, ; = pnj - rpuy for j = 1,23+, I-1

Update py, = pug - T

Output : for by, by, -+, b, by, =+, by, we have |y, | < %

Algorithm (3) : (for handling |b} + u,—1b;_1|* < 2|b_,|?)

Set b = by
S@t b7k—1 = bk
Update by = bj_, - :u.;c,k—lb;c*—l

!/ _ k
Upda’te /’Lk‘,k—l - /’Lkak_llb/* ‘2
k—1

b :
Update ;) = flig—1fly )1 + ,u,;kﬁ for i>k.
Update Ng,k = Wik—1 - Mikler—1 for i>k
Output : for by, by, ==+, b1, b, begr, =+, by, we have : |by+ )y by |* > 31by >

(LLL) Algorithm (4) : (for getting reduced basis)

Input : by, by, ---, b,
Compute : b}, b%, ---, b} (using algorithm (1)
Set k = 2,
While (k < 2) {
If (wew—1 > 3), Call algorithm (2) with | = k-1.
If (0 + i1l [ < 31051 7) {
Call algorithm (3).
If k> 3, Set k = k-1.
}
Else {
Forj = k-2,k-3, -, 1{
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If (\pwj| > 1), Call algorithm (2) with | = j.

}
Set k = k+1.

}

Output : Reduced basis by, by, -+, b,.

Theorem 4.3.5. The LLL algorithm which is described above terminates and it re-

turns a reduced basis by, b, -+, b’,.

Proof. Firstly, we can easily see that it returns a reduced basis. The main loop (while
loop) of algorithm (4) maintains the invariance on k, that condition (4.8) satisfied for
1 <j<i< k-1, and condition (4.9) is satisfied for 1 <i < k-1. Each iteration of the
loop attempts to enforce the conditions (4.8) and (4.9) at the current value of k.

First the condition on f, ;—1 is checked, and if this condition doesn’t hold then it
is repaired by using algorithm (2) without any side effects.

Next, Condition (4.9) is checked for i = k. If this condition holds, then other
tti,; values are handled, and we increased the current index of k by one, and the next
iteration of the while loop is started. However, if Condition (4.9) does not hold for i =
k, the vector by_; and consequently all 11,1 ; values change in the process. Therefore
k is decremented, and the next iteration of the while loop is started.

However, when k = 2, there are no valid values of the ;1 ;, so, k is not decre-
mented. When the while loop terminates, we have k = n+1, by the loop invariance,
both the conditions (4.8) and (4.9) for a reduced basis are satisfied for all relevant
values of i and j. Thus, we get a reduced basis of the given lattice.

Claim (1) : The algorithm terminates or there are finitely only finitely many times
where we need to interchange by_; and by (because every time we interchanged by_;
and by, we lowered the current index by one and in every other case we increased it
by one.)

Proof of Claim (1) : Define : d; = det(D;) with D; = (b;,bi)1<jr<i-

Define D = []7/'d;

Now, we will compute the effect of the changes of the b;’s in the algorithm on the two
quantities d; and D.

Claim (2) : d; = H;:1 032, for alli € {1,2,---, n }.

Proof of claim (2) : We will show this by using Gaussian elimination procedure to D;,

because we know that determinant will not change under these operations.
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Since

(b1,b1) (b1, b2) (b1, bi)
(b2,01) (b2, b2) (b2, ;)
| (bi b)) (biybo) oo (bisbi) |

Now, the first step of Gaussian elimination method, we subtract E ; times the first

row from the j'* row, for all j € {2, 3, ---, i}. After subtracting, we get zeroes on

each entry of the first column except in the first row. The first row of the matrix will

remain unchanged and the k' column entry (for k = {2,3,---.i}) of the j"* row will
be :
(bj.be) - {223 (b, b) = (by - paby, bi) (Since by = by)

Since by - fi5,1b} = b3, hence for k=2 and j=2, we get (b},b;) = (b}, b} + + S pgabh)

= |b%]*. Hence we get :

[ |b7]? (b, ba) (b, bs) (b7, bs)
0 (b3 — p31bi, ba) (b3 — ps1bi,b3) -+ by — g 1bi, b;)
| 0 (b = piabi ba) (b — piabi, bs) oo (b — piabi, b)) |

Now, the second step of Gaussian elimination method, we subtract W times
2

the second row from the j* row, for all j € {3, 4, ---, i}). After subtracting, we get

zeroes on each entry of the second column except in the first and second row.

The k™ entry (k € {3, 4, - -+, i}) of the j* row will be :

(bj B :uj,lbika b2>
03]

(bj — ﬂj,lb? bZ)
5]
(bj — p1j1b7, b5 + p121b7)
5|

(bj — 5107, by) —

(05, b) = (bj — pjaby —

bsabk)

= (bj - Mj,lbik) -
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= (bj — pj1b] — (pj2 + -

= (bj — pjb] — (pj2 + -

T M2,1bl

(bj, p2,107)

((ijb,f) *)

= (b; — b7 — 15205, by)

Hence we get :

0
0

0

[b5[* (b7, b2)

b3
0
0

5P IR
(b E /L2,1b>{) (b j ) bi)/LZl *
e me
(.3 (.00
(5312 (53,00

1b3/”

(by — pra by — pa 203, b3)

(bi - Mi,le - Mi,zb§7 b3)

Thus, when we follow this procedure i times, then we get :

bs — Ms,lb? bi)
(b4 - M4,1b1< - ,U4,2b§7 bi)

(b; — (bi — piaby — pi2bs, b;) |

05[> (b5,b2) (D], bs) (b3, b:)
0 [B5*  (b3,03) (b5, ;)
0 0 |b§|2 bz — :U'3,1bi<7bi) .
0 0 0 e (by — bt — b5, b; :
d; = det(D;) = det (b4 — paaby — p1a203, ;) _ H |bj]2
j=1
i 0 0 0 ]bf{|2

Thus, we proved claim (2).

Now, we had to modify some of the b}’s (namely bj and b}_,) when |b} 4y 1105 ,|*> <

31b_,|%. In this case, we had |b ;| = b5 + pp—1b_,|* < 3|b5_;|% Thus, we can see

that dj_; is decreased by a factor of % with every such change being made. We can

also observe that all the other d; for j € {1, 2, ---, i }-{k-1} remains unchanged.

Since we decrement the value of the current index of the algorithm if and only if such

a change is made, there is a one - one correspondence between the decremental of the

current index and D. Thus, if after one modification of the b;’s, we define the product
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of the determinants defined above by D’, then we have D’ < %D.

Now, we will show a positive lower bound for d; depending only on L.

Claim (3) : There is a positive lower bound for d;.

Proof of claim (3) : Firstly, we define m(L) = min{|z|*; x # 0, x € L }, which is
a positive real number (Here we are not claiming that this algorithm finds such a
shortest vector). Since we know by the definition of the determinant of the lattice
that :

d(L) = [det(bi, b, -+, by)| = |det(bi, b, -+, )] = [T, 1]

We know that b}’s are pairwise orthogonal, so, d, = (d(L))? and d; (for 1 <i < n) is
equal to the determinant of the lattice spanned by the vectors by, by, ---, b;. Since
lattice have the property that there exists a vector x # 0 such that |z| < g%df .
Therefore

d; > %Z(Z

1
we proved claim (3).

) i(i=1) .
x|% > 272 m(L)!, which is the lower bound for d;, as we wanted. Thus

—1
2

By the above discussion, we know that when we interchange by_; and by, then we
lower D by a factor of % every time, and there is a lower bound for D. Hence we
conclude that there can be only finitely many interchanges of b,_; and b, during the
algorithm and therefore algorithm terminates. Thus we proved claim (1) and hence

theorem. ]

4.4 Some important properties of reduced basis

Theorem 4.4.1. If by, by, -+, b, is some reduced basis for a lattice L in R"™, then
we have following :

(1) |b;)> < 27Hbx|? for 1 < j< i< n.

(2) d(L) < Ty ] < 20 Dragr)

(3) [b] < 2 =D/Ad(L)x

(4) For any linearly independent set of vectors zy, x, ---, 1 € L, we have |bj| >
20D 2maz (||, |al, -+, |2|) for 1< § < t.

Proof. (1) : We know that |b;]* = |b;»‘—|—z;;11 b3 [?
Since all the b} are orthogonal for 1<i<n and [ ;| < 3.
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So, we have :

03 = 0P+ g [0
=1

= Ib;"|2+u?1|b*l2 +Mu 1|b 1|2

< B+ b+ +1|b’;|2

By Lovasz’s condition (which is described after equation (4.9)), we know that :

< 279|b¢|? for all j < i. Hence for all i, we get :

1 ,
b < (14 72+ 2% 4+ 27

21 Ey |
s

<2 l\b;F.

Thus we get : [b3[> < 2775 ]?
Now again using Lovasz’s condition,
|72 < 2079257 x> = 2071bF)? for 1 < j < i < n, which proves (1).

(2) : We now, d(L) = [[i, [b}]
Since, |b| < |bi], so,
d(L) < ITi= [bil

Now, using part (1), we get :

n

H i— 1)/2|b*
e i

n(n—1)

=2"1 d(L),

which proves (2).

2
1051

(3) : We know by Lovasz’s condition that for j =1 that [b|> < 2°71b]* and since
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|b1| = |b1], Hence we have :

o] < T T 27072107
i=1
= 2n(n471>d(L), which implies :

(n—1) 1

|by| <277 d(L)n,

which proves (3).

(4) : If any x; € L then we can write x; = > ¢;;b; = > 1 ¢/; ;b with ¢;; €
Z. Now, let 1<j<n be fixed and k be the largest index such that c;; # 0.

Claim : c;; = ¢’ 5.

Proof of the claim : Since x; = Y25 ¢; by = S0 ¢ (bS] pwasby)

Since, all the b; are independent and comparing the coefficient of b, on both sides,
we get cp; = C' ;.

Since all the b} are pairwise orthogonal, hence we have : |z;| = S i 10| > |ep 41107 ]
foralll € {1, --- , k} and so,

[22* > |c, ;I?[bi]? > |b5]* (since ¢’ky = cxy which is an integer).

Now, using part (1), we have :

[bil* < 257y
S Qk_1|l'j|2
< 2" 'max (|2}, |wo)?, - - -, |1)?) for 1 <4 < k, and since k < n.
Moreover, since t < k, hence this inequality holds for 1< i < t, which we wanted for

proving. [

4.5 Polynomial factorization method using LLL al-

gorithm

Using above discussed LLL - lattice reduction algorithm, we can create an algorithm

for finding factors of any arbitrary polynomials f € Z[X].
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Procedure for finding factors of any arbitrary polynomial f €
Z[X] :

Let f(x) = a,2* + a, 1271 -+ + ag be any arbitrary polynomial such that all the
coefficients € Z[X].

Step (1) :

Firstly, we make f(x) to be primitive, because if it is not primitive then we can easily
calculate the ged of its coefficients and take fi (x) to be f(x) divided through the ged to

get a primitive polynomial. Thus, we have primitive polynomial function.

Step (2) :

Now, we make polynomial with no multiple factors. We know that f has a multiple
root if and only if gcd(f(x), f’(x)) = 0 or if f(x) and f’(x) have a common root. We
also know from properties of resultant that f(x) and f’(x) have a common root if and
only if R(f(x), f'(x)) = resultant(f(z), f'(x)) = 0 or by lemma (4.2.1), if and only if
Disc(f(x)) = 0.

If f(x) and f’(z) have a common root, means R(f, f’) = 0, then we will calculate r(z) =
ged(f(zx), f(x)), which is then the set of multiple roots of f. Now, set f(z) = %, then
obviously f, (z) has no multiple roots. After factoring fi (z), it will be very easy to find
the factorization of r(z), since r(x) only has factors that appear in the factorization

of fi(x), and there are only finitely many factors in f(z).

Step (3) :
Now, we will find out all the irreducible factors of f (mod p), where p is some prime
(we will see later that how we will choose prime p). These factors can be determined

with the use of Berlekamp’s Algorithm.

Berlekamp’s Algorithm :

Aim : To find the complete factorization of (f(xr) mod p) into irreducible factors in
Z7/pZ[X].
Assume that f(z) is reduced modulo p and square free. Moreover assume that there

exists a polynomial fo(x) = [ (9(x) - a) € Z/pZ[X] such that f(x) divides fy(z).
aGZ/pZ
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Then every irreducible factor of f(x) is also a irreducible factor of fy(x) and we have :

aEZ/pZ

= [I sed(f(@) g9(x) - a).
aGZ/pZ

Clearly, we can observe that not every such ged will be an irreducible factor of f(x)
mod p, so, we need to find enough polynomials g(x) to factor out f(x) mod p completely
into irreducible factors.

We know that 1] (X - a) = XP - X for a finite field F, so, for fy(x), we get ] (g9(x)
aclF aGZ/pZ

-a) = g(z) - g(x). Since fo(x) is divisible by f(x), hence we get that (g(x)P - g(z)) is
divisible by f(x) and therefore, we have :

g(x)? = g(x) mod (f(x)) (4.17)

Hence, we can restrict the search of the g(z) to the set with this above property. This
set is also said to be Berlekamp subalgebra and it has some very nice properties, which
help us in finding out g(z).

Define a matriz Q = { ¢k o<ki<n with entries cy; given by the equation.

2P = (@ + 18" A+ oo + coi) mod f(x) fori€ [0, 1, -+, n].

Claim : g(x) will satisfy the equation (4.17) if and only if g(z) is a eigenvector of @
with eigenvalue one.

Proof of the claim : We know that (x+y)P = 2% + o in Z/pZ using the expansion of
the binomial theorem and fact that p|(’z’) Moreover, W = b for b € Z/pZ.

Assume now that g(z) = gu2™ + G121 + -+ + go and it is an eigen vector of Q

with eigenvalue one, then :
g(x) =Y g’
i=1

=Y O _cjigi)a’

i=0 5=0
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which proves the claim.

With the above claim, we are now able to describe an algorithm that factors the poly-

nomial f(x) in Z/pZ[X] :

o First, we calculate Q. This can be done by calculating ¥ mod f(z) for all i €
{0, 1, 2, ---, n}.

o Now, we calculate all the eigenvectors g;(z) for j € [1, 2, ---, rank(Q - Id)]

(since, there are exactly rank(Q-I) linearly independent vectors satisfying the
equation (Q-I)g = 0).

e For all gj(x) and for all a € Z/pZ, we now have to calculate ged(f(x), g;(z)-
a), which can be done by the Euclidean algorithm (when the algorithm finds
rank(Q-1) different factors, algorithm can stop).

e Repeat this procedure for all factors of f(x) which we have found so far, until all

the factors are irreducible.

Hence, we can observe that, these factors h (mod p) of f (mod p) have the following
properties :
(h mod p) is monic irreducible in Z/pZ]|X] (4.18)

(h mod p)?* does not divide (f mod p) in Z/pZ[X]. (4.19)

The equation (4.19) holds, because we know that f(x) is square free and we will select
the value of p also such that both of the above equations hold.

Step (4) :

Now, we will have some properties of f and f (mod p) that will allow us to find an
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irreducible factor hy by taking one irreducible factor h (mod p) of f (mod p) using LLL
lattice reduction method.

Now, we choose an monic irreducible factor h (mod p) of f (mod p), let deg(h) =,
where | < n, which fulfils the following condition :

(h mod p*) divides (f mod p*) in (Z/p*Z)[X]. (4.20)

Note (1) : We will describe the value of k at later stage. Now, k is some integer.
Note (2) : From (4.20), we get that (h mod p)|(f mod p). We see this by considering
that if 2|y then (z mod p)|(y mod p) and ((h mod p*) mod p) = (h mod p).

Note (3) : We can get such a factor h (mod p) of f (mod p) which satisfy above equa-

tion using Hensal’s lifting lemma.

Using Hensal lifting lemma (theorem 4.2.2), we can modify h such that (h mod p)
does not change but equation (4.20) is true.
Hence, now, we have a factor (h mod p) of (f mod p) which has degree | and satisfy
all the conditions (4.18), (4.19) and (4.20).

Proposition 4.5.1. Let f and h are the functions as above. Then there is a polynomial
hy € Z[X] such that hgy is an irreducible factor of f, (h mod p) divides (hy mod p) and
ho is unique up to sign.

Moreover, if g|f in Z[X], then the following are equivalent :
1. (h mod p) divides (g mod p) in (Z/pZ)[X].
2. (h mod p*) divides (g mod p*) in (Z/p*Z)[X].
3. hy divides g in Z[X].

Proof. The existence of such an hy follows from equation (4.18) and the note (2). If
h itself is a divisor of f, then hy = h, and irreducibility follows from equation (4.18).
If h does not divide f in Z[z], there is an irreducible factor hy such that (hy mod p)
factors into (h mod p) and (h; mod p) in Z/pZ, and from equation (4.19), we get the

uniqueness. Now we will show that if g|f, then above three statements are equivalent.
2 = 1 : This is obvious, as, we have discussed it in Note (2).

3 = 1: hp|g which means, (hy mod p)|(g mod p) = (h mod p)|(g mod p).
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1 = 3: Given (h mod p)|(g mod p) and (h mod p)? {(f mod p). Hence (h mod
p}(f/g mod p) in Z/pZ[X]. Since, (h mod p) is a factor of (hy mod p), so, (hg mod
p)}(f/g mod p) and hy {(f/g). Hence hy has to be a divisor of g.

3 = 2 : Now, we have hy|g = (hy mod p)|(g mod p) = (h mod p)|(g mod p)
and also (h mod P)|(f mod p) but (h mod P)? {(f mod p), so, (h mod p)f(g mod p),
which means, (h mod p) and (f/g mod p) have no common divisor in Z/pZ. Hence
there exists s and t € Z[X] such that :

(s mod p)(h mod p) + (t mod p)(f/g mod p) =1

= sh + t(f/g) = 1 - rp with r € Z[X].

Now, by multiplying both sides with g and v(r) = 1 + pr + p*? + -+ + pF~IrF!

we get :

sgv(r)h + tv(r)f = (1 - pr)v(r)g = (1 - p'r¥)g

= (s;)h + t;f) mod p* = g mod p*.

Now, since we know that (h mod p*)|(f mod p*), so, left hand side is divisible by
h mod p*, hence, right hand side (g mod p*) is divisible by (h mod p*) which we
wanted. O

Note : If we choose g to equal hy then third statement is true, and so, by the
equivalence of the three statements, we get that (h mod p*)|(hy mod p*).
Now with all of the above quantities, our aim is now to find a way to calculate hy.

Now for finding hy, we will use lattice-reduction algorithm.

Defining lattice :  To apply the results from the section 4.3, we need to introduce a
lattice L representing all the possible polynomials for hy. Let dim(L) = dimension of
L = m. Clearly m > [ because the degree of hy is greater than or equal to the degree of
h. An upper bound for m would be n-1 because a factor (not necessarily irreducible) of
a polynomial has at most degree one less than that the polynomial itself. We will set
the actual value of m later for shorter running time of the algorithm, but we consider
it fixed.

Set L = set of all polynomials in Z[X] with property that if they are taken modulo p
then they are divisible by (h mod p) in Z/pZ.

Claim : A basis of L is given by : {p"X' ; 0 < i< [} U{hX ; 0<j< m-l},
Proof of the claim : Since for basis of L, (h mod p) has to be divide each of these
polynomials mod p. We can see that h divides hX?, hence (h mod p) divides (hX? mod
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p) as well. The polynomials in the first set are zero when they are taken mod p and
zero can be divided by everything. Hence, all the linear combinations of these basis
elements satisfy the desired property. Now, for checking that these two sets indeed
cover all the polynomials, we can see that there are | + (m-l+1) = m + 1 elements in

the basis of L and they are linearly independent. Hence the claim follows.

Now, we can also calculate the determinant of the lattice L :

()b 0 - 0 hy O |
0 pk 0 hl ho
0 0 ko hp 4 hjg -
dy = det P T = pM
0 0 0 1 h_
0 0 0o 0 1

Claim (A) : hy can be calculated as the greatest common divisor of some basis elements
of a reduced basis of L.

Proof of the claim : For proving above claim, we need three propositions, which are

discussed below :

Proposition 4.5.2. Let b € L such that p* > |f|™|b|"*. Then hy divides b in Z[X]
and therefore ged(f ,b) # 1.

Note : | f| = Euclidean norm of (a,, a,_1, -+, ao) = \/]ao|® + |a1]? + - - + |an|2.

Proof. Let ged (f, b) = g. It is enough to show that (h mod p)|(g mod p) because
then by proposition (4.5.1), it follows that hy|b in Z[X] and hence hy divides b.
Claim (1) : (h mod p)|(g mod p).

proof of the claim : To prove this claim, we assume to the contrary that let (h mod
pH(g mod p). Since (h mod p) is irreducible in Z/pZ, so, we have that (h mod p) and
(g mod p) are relatively prime in Z/pZ and therefore

sh+tg=1—rp (4.21)
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for some s, t, r € Z[X].

Let deg(g) = e and deg(b) = €’

Define M = {sf + tb; s, t € Z[X], deg(s) < e’ - e, deg(t) < n - e}

We can observe that M is the subset of the set of all polynomials with integer coeffi-
cients and degree lesser than or equal ton + e -e-1,ie, M C (Z + ZX + --- +
g nte' —e—1

Claim (2) : M is a lattice of rank n + €’ - 2e.

Proof of the claim : We can observe that we can define a basis for M by projections
such that it has rank n + e’ - 2e.

Define M’ to be the projection of M on (ZX¢ 4 ZX¢t! 4 ... 4 ZXHe—e-1),

Claim (3) : Kernel of this above projection is trivial, and so, its image has the same
rank as M itself.

proof of the claim : Suppose (sf + tb) € M projects to zero in M’. Then we have
deg(sf + tb) < e. Since g divides f and b, so, it will also divide (sf + tb) and we get
: (sf + tb) = 0 and hence, s(f/g) = -t(b/g). Since ged(f, b) = g, it follows that (f/g)
and (b/g) has no common divisor and thus, (f/g) has to divide t and by the analysis
of the degrees of (f/g) and t, we see that t needs to be zero. Similarly, s needs to be

zero which proves that kernel is zero, and hence claim (3) follows.

From the claim (3), we have that M has the same rank as M’. Now, we have that the
projections of {X'f; 0< i< e-e} U {X/b; 0 <j < n-e} on M’ are linearly independent
and span M’. Hence, M’ is a lattice of rank n+e-2e and from the claim (3), we have

that M has the same rank n + €’ - 2e, which proves claim (2).

Now, from the second part of the theorem (4.4.1), we get that :

e'—e—1 n—e—1

d’y < TT X' T 1X70] = A9 eqpl= < | o] < p (4.22)
i=0 j=0

In order to derive a contradiction :

Claim (4) : The set {6 € M; deg(f) < e + [} is a subset of p*Z.

Proof of the claim : let 8 be an element of the above set. Then by the definition of
M, g divides 6. So, we can multiply the equation (4.21) by (6/g) and v(r) =1 + pr +
p?r? + - 4 pFIr*~1. We have done the same calculation in the proof of proposition
(4.5.1), hence we get :

(sh + t10) mod p* = (0/g) mod p*.
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where s; = s(6/g)v(r) and t; = tv(r) and hence both are in Z[X].

Since b € L, hence (h mod p*) divides (b mod p*), and we know that (h mod pF)
divides (f mod p*) from equation (4.20). § € M, so, it a sum of multiple of f and b.
Hence, we have (h mod p*) divides (§ mod p*). Therefore, from the above inequality,
we have that (h mod p*) divides ((//g) mod p¥). By observing the degrees, deg(h
mod p*) = [ and deg((6/g) mod p*) < e + [ - e = . Hence, ((#/g) mod p*) has to be

zero, and so, (6 mod p*) has to be zero, which proves claim (4).

Now, choose a basis be, bey1, «+*, byrer—e—1 of M’ such that deg(b;) = i. Then we can
observe that the matrix representing M’ corresponding to this chosen basis has upper
triangular form and we can calculate d(M’) easily by multiplying the leading coeffi-
cients. By the observation above, the set ({# € M ; deg(f) < e + I} C p*Z[X]). So,
we have be, bet1, - -+, bess_1 are all divisible by p* and so are the leading coefficients
of be, bes1, -+, beyi—1. Hence, we get that d(M’) > p* but by equation (4.22), we
have d(M’) < p*l. Hence, we get a contradiction. Thus claim (1) follows and hence

proposition. O

By the next proposition, we will check that deg(hy) is smaller than m, i.e., hy € L.
This will be useful to determine the value of m in the algorithm. Clearly, if we can
take m = n-1 to be sure that hy € L, but we can shorten the algorithm running time
if we can choose m as small as possible.

Before proceeding in the next proposition, first, we will see one another useful theorem

which s useful in the proof of the next proposition.

Theorem 4.5.3. (Landau-Mignotte) : Let f(x) € Z[X], which have degree n and g(x)
€ Z[X], which is a divisor of f(x) of degree m. Then we have

ol < (Qm)1/2|f| (4.23)

m
Proof. For proving this, firstly, we need following claim :
Claim : |(x - a)h| = |a||(x —a 'h| for a € C and h € C[X].
Proof of the theorem :
To prove the above claim, define h = Y7 h;x’ and h_; = h,;; = 0 and now we

calculate :

121



n+1

[z = a)hl* =) |hiafa'? — ahi |’
1=0

n+1

= Z(hi,1 — (lhi)(hl',l — ah1>’$l‘2
1=0
n+1

= Z(hi,1 — ahi)(hi,1 — C_Zﬁlﬂfﬂz‘z
1=0
n+1
= (Ihia]” = ahihi—y — ahihi_y + |ahi||2"]?)
=0
n+1 n+1 n+1

Since > " hil> = " [hica [+ g | = [hoa]? =D [hia
1=0 1=0 1=0

n+1 n+1

and similarly Z lah;|* = Z lahi_1|*.

i=0 i=0
So, after using this, we get :

n+1
(@ = a)hl* = |ahiy — hi*|2'|”
1=0
= [(az — 1)h[?

= a*|(z —a~")h/*

and hence we proves the claim.

Now, let a;, ag, ---, as be the set of the roots of f inside the unit disk and a,,1,
as19, -+, &, be the set of roots of f outside the unit disk which all are in decreasing

order in absolute value and f,, be the leading coefficients of f. Then we have :

S n

fI* = ’an(iE — a;) H (z —a;)|?
i=1 i=s+1
Now using the above claim, we get :
1P = |araz - asPlf [ J (2 — @) ] (& —ai)?
i=1 i=s+1
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S n
- |a1a2 s as|2|fntrn + e+ (_1)nfn Hdi_l H az’|2
=1 1=s+1
S n
> |a1a2 ce as|2|andi_1 H ai|2
=1

1=s+1
n
= |fn H ailz'

1=s+1
Now, let by, by, -+ -, by, are the roots of g(x) ordered such that b; > b;;; for all 1
<i<mland g(x) = g [[7; (b)) = 1 ogix'.
Define S; = Set of all subsets of by, bg, - -, b, with m-i elements. Then :

19:l = lgm 225, (T, es, b5)]

Since there are (T) = (m";) such subsets in S; and the absolute value of such a subset
can be at most |b1by - - - b,,—;|, hence we get :

19i] < g () [b1bs - - - by

Since we have that g|f, so, |bibg -+ by—i| < |asi1as42 - Aspm—i| and

193] < g (T |asi1sr2 - Asim—i] < g () |Asi1ass2 - an] < (T)%Iﬂ

Since g|f, so, we also have that g,,|f,, and therefore ?—’: < 1, and we get :

lgil < ()11

Thus, we have :

9l = (Xl lail?)z < (30, (?)2|f|2)% = (2121)%|f|, which proves the theorem. [

Proposition 4.5.4. Let by, by, -+, byy1 be a reduced basis for L and assume p* >
2% (™) 2| f|™*n, Then we have :

deg(hy) < m <= |ba| < (p/|f" )

Proof. We will show the proof of the proposition both sides.

= Given deg(hy) < m, so, hg € L. Hence, applying theorem (4.4.1) part (4) to b; and
ho, we get : |by| < 2% |hyl.

Since we know that ho|f, so, deg(hg)<m and by the above theorem, we have : |hg| <
(277?)%]f|. So, we get :

bi] < 2% |ho| < 2% (7)) = (2% (*7)

m
kl Kl

n 1
< () = ()

n
2

3=

)

< Given |by| < (p*/|f|™)% = p* > |b|"|f|™. Hence, by previous proposition, we
have that hy|b; in Z[X] and since deg(b;) < m, so, we have deg(hg) < m. O

123



Proposition 4.5.5. Similar to above proposition, let by, by, -+, b1 be a reduced
basis for L and assume p* > 272 (2$)5|f\m+" Let t be the largest integer in {1, 2,
KlLo1
-+, m+1} such that |b;| < (\?W)"
Then we have :

deg(hg) = m + 1 -t and hy = ged(by, by, -+, b;).

kl

Proof. Deinfe J = set of all indices j such that |b;] < (\?W)%' Hence, by the above
proposition (4.5.2), we have hy|b; for all j € J. So, let us define hy = ged({b; ; j € J}).
Claim (1): hg = Iy

Proof of the claim : Clearly, we cansee that hy divides h;.

Claim (2) : There are at most m + 1 - deg(h;) elements in J.

proof of the claim : Since h; divides all b; (j € J) and the degree(b;) is smaller than
m. 5o, b; is an element of the lattice L;, which defined through the basis :

Basis for L; = {h;X?; 0 <i < m - deg(hy)}.

Since, by the definition, all the b;’s are linearly independent and there are at most m
+ 1 - deg(h;) linearly independent elements in the lattice L, so, there are at most m

+ 1 - deg(h;) elements in J. Thus claim (2) proves.

Since in the proof of the above claim (2), we have hoX’ € L fori € {0, 1, ---, m
- deg(hg)}. Hence, by using the forth part of the theorem (4.4.1), we get :

bp| < 2% max{|z;|; 0 <i<m-deg(hy)} =2%|hoX?| = 27 |hol.

Now, using Landau - Mignotte theorem, we have that | X hg| < (QWT)%]f] for all i €
{0, 1, - -+, m - deg(hg)}, so, we get :

by, < 2% (znT)%|f| < (%)% forallk € {1,2,---, m + 1 - deg(hg)}.

Since, J was defined to be all the indices such that exactly above inequality holds.
So, {1, 2, -, m + 1 - deg(hg)} C J. Since deg(h;) > deg(hy) and with the above
observation from claim (2) about the upper bound for the number of elements in J,
we get following inequality :

#{1,2,---,m+ 1-deg(h))} =m + 1-deg(h;) < #{1,2,---, m + 1-deghg)} <
#J<m+ 1-deg(h).

Hence we can conclude that deg(hg) = deg(hy).

Since J = {1, 2, ---, m + 1 - deg(hg)}, hence, t = m + 1 - deg(hy), and so, deg(hy)
=m+ 1-t.

Now, we know that hy and h; have the same degree and hg|h;, so, we know that they
are equal up to a factor in Z, so, we will show that this factor equals to one, i.e., if

content of h; is one. Then hy = h;.
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Claim (3) : hy is primitive.

Proof of the claim : Choose some arbitrary j € J and let c¢; be the content of b;. We
know that all b; are divisible by hy and hg is primitive, so, holi—;. By the definition of
L, we have that b;/c; € L. But b; is the basis element of L, so, ¢; = 1 for all j € {1,
2, -+ t} and hence the content of hy = ged(by, by, - -+, by) is one. So, h; is primi-
tive, which proves the claim (3), and hence claim (1) follows. Therefore, proposition
follows. 0

Thus, from the above proposition, we can find an irreducible factor of f(x), and by
repeating this algorithm for different (h mod p) and taking all the reducible factors of
(f(x)) as a new f(x), we can find out all the irreducible factors of f(x).

Remark 4.5.6. Deciding the value of p : Define p to be the smallest prime not
dividing R(f(z), f’(x)) because we choose p such that equation (4.19) and (4.20) holds.
Claim : The above chosen value of p is reasonable, i.e., for this value of p, equation
(4.19) and (4.20) holds.

Proof of the claim : Since we know that R(f(z), f’(x)) is up to sign equal to the
product of the leading coefficients f, and the discriminant D(f) of f (using lemma
(4.2.1)). Since, we choose p such that R(f(z), f’(x)) # 0 (mod p), hence, we have
InD(f) # 0 (mod p) and therefore f, # 0 (mod p) and D(f) # 0 (mod p).

Now, we see that, if we choose any two roots of f, say z; and z;, then since D(f) # 0
(mod p), hence (z; - x;) # (0 mod p) which means that x; and z; are not differ by a
multiple of p. Hence (r; mod p) # (x; mod p) and (x - z; mod p) # (x - x; mod p).
For proving the contradiction of equation (4.19), i.e., there are multiple roots in (f
mod p), we would need (z - (x; mod p)) to be equal to (v - (x; mod p)) for some choice
of z; and z;, but from the above discussion, we can say that there are none.

Since (h mod p)|(f mod p), hence equation (4.20) satisfies for the choice of p, which

proves our claim.

Remark 4.5.7. Deciding the value of k : We decide k such that equation (4.18),
(4.19) and (4.20) is satisfied for the prime p which we specified in the above remark.
If we set, k =1 then we can observe that equation (4.18), (4.19) and (4.20) holds.

Since for using the results from the three propositions, we need the equation p* >
2% (27’:)%|f|m+” (proposition 4.5.4) to hold. Recall that | < deg(hy) < m. Degree of
ho can not be grater than m, because hy € L, otherwise, hy is not in the lattice, and

we can not find out hy with the results above. Since in the worst case deg(hy) = n-1,
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hence set m =n - 1 in the above inequality, and define k to be the least integer such

that the inequality holds, i.e.

n(n—1 2
k =min{k € Z; p* > 2 e )<: ) bl (4.24)

Clearly, equation (4.18) and (4.19) satisfy and we have already shown that equation
(4.20) is satisfied by using Hensal’s lifting lemma for any integer k > 2.

Remark 4.5.8. We can choose m smaller such that the running time of the algorithm
becomes shorter. For this we can follow this way :
Let v be such that | < |%t]. Choose m; = | = Y| for 0 < i < v and check that if

deg(hy) < my, by the result of proposition (4.5.4) for every value of m;. As soon as

deg(ho) < m; for some m;, then calculate hy using proposition (4.5.5). So, for every
choice of m;, we first determine a reduced basis by, bs, - -+, byi1 by the LLL-Algorithm
and then we check if deg(hy) < m; by checking if |bi] < (P f|™ ). If the inequality
holds, we can calculate hy by the equation hy = ged(by, ba, ---, b;), if not, continue
with the next value of mjii. Since we know that m goes up to n - 1, it is guaranteed

that we will find hy sooner or later.

4.5.1 Lenstra - Lenstra - Lovasz (LLL) Algorithm for factor-

ing a nonconstant polynomial:

Let R(f(z), f(z)) = r;

9(z) = 1;

If (r=10){

9(z) = ged(f(z), f(x)) ; f=1/g9; v = R(f(x), f'(z));
}

Choose p = smallest prime number such that pir.
H = {h mod p ; (h mod p) is irreducible factor of (f mod p)} (using Berlekamp’s
Algorithm)
Define p =1; L =f;
While (fo # 1) { h = some arbitrary element of H; | = degree of h;
F(l=n){
ho =}
break ;
= min{k € N; p" > o (>~ 2)%| |21}
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Modify h by using Hensal lifting lemma.

() m =n - 1;

Call LLL algorithm (4) of section (4.3) to {p*X* ; 0<i<I} U {hX7 ; 0<j<m-I}
J = greatest integer such that |b;] < (P )\ fI™ ) (b; means - one of the reduced basis
from above chosen basis)

ho = ged(by, b, -+, by) (*%)

i =hho s o = f/ho;

Hy = {h mod p ; (h mod p)|(ho mod p)} ;

H = H\H, ;

h

Now, let g1 = 1; g2 = g;

while (g2 # 1) {

Check all factors of f if they divide go. Let f divide go.

g1 = g1f 5 92 = 92/f ;

}

If we use remark 4.5.8 for optimizing the running time of the algorithm by smaller
value of m, then we can replace line 16 to 20 (means (**) to (**)) by the following

algorithm :

Define u = mazx{ v € N; | < ("z_ul)};
While (m < (n-1) {

— (r=D .
m = I_ 2u J )
Call LLL algorithm (4) of section (4.3) to {p*X* ; 0<i<l} U {hX? ; 0<j<m-I}

kl |1

If (1651 < (7 )" )4
hO = .QCd(bly b27 Tty bj);

m = n;
}
u=u-1
}
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